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Introduc on
I recently heard a phrase which resonated with me in our current
circumstances, "we may not all be in the same boat but we are all in
the same storm." Many organisa ons are currently ﬁgh ng for their
very survival or at least are naviga ng uncharted waters. Poten al
disrup on, market changes and a new opera ng environment all
conspire to create uncertainty, in the context of a crisis which
transcends our experience of risks. This checklist sets out key
strategies, processes and check list ac vi es for business recovery
from the consequences of COVID-19.
Our advice is simple, should be implemented alongside the phased
processes for relaxing lock down in the countries where you
operate and is as applicable to the micro business as the mul na onal corpora on. The check-list is based upon our resilience
experience as well as recent good prac ce, thought leadership from
expert sources such as Harvard Business Review, Boston
Consul ng Group and the Business Con nuity Ins tute.
This twelve-point checklist will:
provide industry insights and perspec ve to inform and improve
your recovery approach;
provide hints and resources that you can adopt and adapt;
Give you greater insight into planning requirements.
In brief, leaders should be focused, bold and decisive during this
cri cal phase of business leadership in order to prepare your
organisa on for the 'new normal'.
As both a business owner facing a signiﬁcant disrup ve challenge
and as resilience professional, I am pu ng these steps into eﬀect
and encourage you to u lise the checklist alongside exis ng UK
Government guidance and your own legal advice. We welcome your
feedback and sugges ons as you consider the implica ons for your
organisa on. When the me is right - be that in days or months to
come - please contact us if we can help you to recover.

Rob Walley, Controlled Events

rob@controlledevents.com

/

--

The key considera ons
Few organisa ons have successfully mapped out their recovery yet check your progress and considera ons against these twelve areas.

1. Revise/re-write your Strategy
The profound and systemic consequences of COVID-19 globally are impac ng every
part of our work and home lives. The ming of a vaccine becoming available, the
eﬀec veness of lock down measures being relaxed in each country is, at this point,
impossible to predict. The scale of the uncertainty about what lies ahead can paralyse
our ability to take decisive and meaningful decisions for the future.
When will people feel safe enough to resume a ’new normal’ life? When will our
customers and stakeholders be ready to interact with us? How far will their spending
habits and needs have changed? Forecasts are impossible but avoiding decision
paralysis is cri cal. Useful research from Boston Consul ng Group following the 2008
recession iden ﬁed those businesses that set out early with a detailed recovery
strategy and communicated this plan. Sec on 2 of this check-list men ons the variety
of scenarios which you should consider to inform your strategy. Organisa ons that
have taken this approach previously have performed signiﬁcantly be er than those who
hibernated/waited out the impact of the disrup on.

"Establish a recovery strategy now; identify key workstreams to ensure that your
implementation can efficiently and effectively ride ongoing impacts and maintain
a proactive posture."
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2. Plan scenarios
Our indica ve model provides context for some of the recommended Strategy
planning steps with which you can plan your scenarios. We are by no means economic
experts and have deliberately avoided adding a speciﬁc meline; this will vary by sector
and will be driven by factors beyond our current level of certainty. The Bank of England
and Oﬃce for Budget Responsibility assessments and early analysis of the recovery in
early countries provide some hints. As an example, the speed and eﬀec veness of post
lock down recovery has been variable with Singapore and Hong Kong repor ng some
resurgence in COVID-19 cases following their relaxa on of measures.
Four poten al economic scenarios are a
good high level basis for planning:
▢ L-shaped with a deep and long
las ng depression
▢ Y-shaped which is a combina on of
L-shaped and U-shaped recovery
▢ V-shaped recovery with a rapid
recovery (unlikely)
▢ U-shaped with a longer crisis and
uniform recovery
Establish and maintain real me indicators. This situa onal awareness of key data sets
informs your short- and medium-term decision making. Sources may include:
▢ Key ﬁnancials: Proﬁt and Loss, cash ﬂow and liquidity
▢ Market awareness: Iden fy market gaps/areas of growth
▢ Compara ve Country/Regional COVID-19 data sets: conﬁrmed cases,
cases/recoveries, deaths/excess deaths to determine broad trends
▢ Government lock down arrangements and stages of return to free movement
▢ The status and availability of Government assistance schemes.

"Utilise your risk matrix, business planning and contingency planning to deduct
planning assumptions and to stress test your strategy. You can then map out
potential timelines which reflect the various permutations of the economic
recovery."
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3. Assess Risks
Re-evalua ng your business risks should be an early priority. Whilst the natural
tendency is to focus on the immediate issue in front of us, concurrent risks
materialising or the compound impact of a succession of risks materialising could have
a magniﬁed eﬀect. We recommend keeping an audit trail of your scoring, mi ga ons
and resul ng plan along with evidence of your plan in eﬀect. This should be regularly
reviewed and will be a key Execu ve level tool to monitor the eﬀec veness of your
controls for agreed risks and one which you should be prepared to share in the event of
an inves ga on or li ga on.

The following risk headings are not exhaus ve and concurrent risks should be
considered i.e. another situa on occurring alongside COVID-19 (such as an on
premises ﬁre, major IT outage while signiﬁcant numbers of staﬀ are remote working
etc).
▢ Person entering the workplace with COVID-19
▢ Person becomes ill within the workplace
▢ Contaminated workplace
▢ Proximity, workplace gatherings
▢ Self-isola on
▢ Travel (Travelling abroad)
▢ Travel (Returning from travelling abroad)
▢ Booked annual leave
▢ Symptoma c or exposed employee(s)
▢ Presenteeism
▢ Employee(s) who have contracted COVID-19
▢ First aid – exposure from giving aid.
/

--

4. Keep pace with compliance requirements
Legisla ve changes, the impact of COVID-19 on exis ng regulatory requirements and
the rela ve speed with which Government policy changes all require close monitoring
and planning with your legal counsel and ﬁnance team.
Some of the most recent legisla on and guidance includes:
▢ Temporary Prac ce Direc on Suppor ng the Insolvency Prac ce Direc on
▢ Coronavirus Act 2020
▢ The Statutory Sick Pay (General) (Coronavirus Amendment) Regula ons 2020
▢ The Employment and Support Allowance and Universal Credit (Coronavirus Disease)
Regula ons 2020
▢ The Health Protec on (Coronavirus) Regula ons 2020
▢ The Working Time (Coronavirus) (Amendment) Regula ons 2020
▢ The Temporary Insolvency Prac ce Direc on - Preparing for the Side-Eﬀects of
COVID-19
▢ Statutory Sick Pay for employees who self-isolate from coronavirus
▢ COVID-19 in the UK: emergency legisla on for renters
▢ Emergency Amendments to UK Compe on Law to Help Maintain Supply of
Essen al Goods & Services in Face of COVID-19 Outbreak
▢ IR35 tax rule reform delays

"Identify a risk owner who can monitor and prepare policy options/issues for
review. Maintain a register of Government guidance and ensure that key policies
and mitigations are identified in your risk assessment. Consider the sector specific
Government advice (UK) and mechanisms to comply with requirements."
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5. Review Personal Protective Equipment,
Facilities & Cleaning Protocols
This will not be a short-term opera on – plan for heightened arrangements for months
rather than weeks. Review your supply chain to enhance stock levels, frequency of
facili es checks and cleaning regimes.
The New England Journal of Medicine (NEJM) research indicates the me periods
within which we should be concerned about the virus being airborne or present on
surfaces. COVID-19 in the oﬃce environment is a cri cal area in our risk planning,
no ng that it could be transferred easily between persons if they touched the surface
and then ingested the virus. Research indicates COVID-19 may persist on surfaces:
Airborne – 3 hours
Plas c and steel – up to 3 days
Cardboard – up to 1 day
Copper – up to four hours
▢ Budget for at least six months of heightened measures and consider how far your
supply chain can deliver the frequency, scale and mings you require.
▢ UK Government guidance (as at 10th May 2020) is not yet prescrip ve about the
use of face masks in the workplace but this is a very likely area of demand. We
recommend iden fying and conﬁrming supply chains for personal protec on
equipment (PPE) and determine advance ordering requirements for long lead- me
item e.g. sani ser, soap, thermometers, wipes, gloves, masks.
▢ Review hot water supplies and consider thermally ﬂushing your system(s), and
ensuring that all the water is drained from the pipework and replenished.
▢ You may need to scale back your staﬃng to reduce pressure on key PPE as many
suppliers are out of stock or ra oning order quan es.
▢ Ahead of site opera ons scaling up, test and clean unused equipment and
workspaces.
▢ Perform a deep clean, sani sing equipment and high-touch common areas such as
refreshment and break areas.
▢ Toilets, li s, staircases should be cleaned more thoroughly and frequently.
▢ Test printers and other key hardware, ensure Hea ng, Ven la on and Air
Condi oning systems are checked, backup generators are ready to go and conduct
maintenance where required.
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5. Review Personal Protective Equipment,
Facilities & Cleaning Protocols (continued)
We are working with several trusted suppliers to mi gate some of the risks including
symptoma c staﬀ and virus spread within the oﬃce. We have focused upon surface
cleansing and air puriﬁca on amongst other measures:
Megahertz - h p://www.sani sa on.mghz.co.uk, This team provide a decontamina on
fogging service to disinfect larger indoor/outdoor areas, high frequency occupancy
areas or areas uninhabited for a period of me and where specialist cleaning can
complement rou ne low-level cleaning regimes. The team have military experience and
are ﬂexible to ensure that disrup on to opera ons is minimal.
Aeramax - h ps://aeramaxpro.com/uk-posts/covid19 - this company supply Air
puriﬁers which assist to some extent with the persistence of airborne virus.

6. Re-plan your office environment
Create new guidelines for workplace interac on and establish new policies to minimise
exposure of employees in the workplace. Consider restric ng the usage of nonessen al common areas (e.g. break rooms and kitchens) and enforcing long- and shortterm social distancing in the workplace. Workplace density planning will help you
to establish maximum occupancy for par cular areas.
Take measures to reduce workplace density, like limi ng the number of employees
permi ed in open workspaces and decrease the number of chairs in conferences rooms.
Addi onally, encourage employees to use virtual mee ngs even a er they’ve returned
to the workplace. In par cular you should consider:
▢ Develop revised sea ng/ﬂoor plans to reﬂect 2 metres separa on. Where it is not
possible to remain at least 2 metres apart, staﬀ should work side by side, or facing
away from each other, rather than face to face if possible; consider physical
infrastructure such as temporary screens to reduce the likelihood of transmission.
▢ Consider adjus ng or purchasing addi onal oﬃce infrastructure to improve hygiene.
We have worked with KCL Events whose oﬃce par on system has been
eﬀec ve at sub-dividing spaces to maintain suﬃcient worksta ons in conﬁned
oﬃce spaces. For more details see: h ps://bit.ly/kclevents_oﬃce (pdf download).
▢ Make regular announcements to remind staﬀ and/or customers to follow social
distancing advice and wash their hands regularly.
▢ Provide addi onal pop-up hand-washing sta ons or facili es if possible, providing
soap, water, hand sani ser and encourage staﬀ to use them.
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6. Re-plan your office environment
(continued)
▢ Encourage the use of digital and remote transfers of material where possible rather
than paper format, such as using e-forms, emails and e-banking.
▢ Where it is possible to remain 2 metres apart, use ﬂoor markings to mark the
distance, par cularly in the most crowded areas (for example, where queues form)
and denote mee ng room capaci es and space out sea ng. Establish a 1-way
system at entrance/exits to reduce the opportunity for interac on.
▢ Use outdoor areas for breaks with sea ng spaced to encourage social distancing.
▢ Keep teams as small as possible and reduce intra-site and inter-site movements e.g.
staﬀ operate from one loca on (and ideally a single ﬂoor/oﬃce area within a site).
▢ Where face-to-face contact is essen al, this should be kept to 15 minutes or less
wherever possible.
▢ Plan to address impacts on specialist single use areas (e.g. mail room, prayer room).
▢ Conﬁrm emergency evacua on procedures in compliance with social distancing
requirements, and re-brief "ﬁre wardens" Establish li and stair well social
distancing guidelines for mul -story buildings and calculate and conﬁrm li
protocols and occupancy levels.
▢ Create phased and "quick close" procedures to shut down oﬃces in the event the
re-opening fails or virus recurrence forces new closures.
▢ Establish prac cal loca ons where a suspected COVID-19 posi ve individual can
isolate upon becoming symptoma c. The individual should be removed to an area
at least 2 metres away from other people, isolated behind a closed door if possible
and a window opened there for ven la on (e.g. a mee ng room). They should
avoid touching people, surfaces and objects and should use a separate bathroom, if
available, whilst wai ng for medical assistance. They should call NHS 111 (or 999
if they are seriously ill/injured or their life is at risk) and outline their symptoms.
Addi onally, for customer-facing sites:
▢ Consider alterna ve means of customer contact (e.g. no contact – distance from
staﬀ-customer, digital engagement methods.
▢ Use signage to direct movement into lanes, if feasible, while maintaining a 2 metre
distance.
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6. Re-plan your office environment (continued)
▢ Regulate entry so that the premises do not become overcrowded and be mindful of
poten al queueing outside of your property.
▢ Use addi onal signage to ask customers not to enter the premises if they have
symptoms.
▢ If feasible, place plexiglass barriers at points of regular interac on as an addi onal
element of protec on for workers and customers (where customers might touch or
lean against these, ensure they are cleaned and disinfected as o en as is feasible in
line with standard cleaning procedures).

7. People planning
People are the heart of your current response and recovery and many staﬀ will be anxious
about safety in the workplace. If you’re like most businesses, you won’t need all your
emplo yees to return in a single day or even the same few weeks.
▢ Managers who are under pressure may be less eﬀec ve than usual and may need HR
support in monitoring and suppor ng their team with tool kits and informa on to
enable them to adjust to new working arrangements.
▢ Sequence the return of employees to keep risk at a minimum. The ﬁrst wave might
include HR and leadership teams, employees with private oﬃces and any personnel
who cannot perform their jobs remotely.
▢ Make sure you stagger the return of en re departments, especially if that exper se is
concentrated in one loca on. This reduces the risk of an en re department falling ill,
should one of your oﬃces have an outbreak.
▢ As a precau on, extend remote work for personnel who can do their jobs from home
and those with unique skill sets or responsibili es. Ensure your IT capabili es cater
for support to remote and on-site personnel. We see this new model for hybrid
on/oﬀ-site working as being a legacy of COVID-19 where it is prac cable.
▢ Ensure you have a policy/process to report and track staﬀ illness and COVID related
absences.
▢ Avoiding pooling key exper se from a team in one loca on to reduce the impact of any
cross infec on of staﬀ.
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7. People planning (continued)
▢ Determine protocols for ensuring employees with high-risk condi ons (e.g. lung
disease, asthma, heart condi ons, immunocompromised, obesity, diabetes, liver
disease) do not return to the oﬃce.
▢ Where it is not possible for work to be completed at home, consider shi working or
the staggering of the working day or adjus ng processes which would enable staﬀ to
con nue to operate both eﬀec vely and where possible at a safe distance (more than
2 metres) from one another.
▢ Stagger on-premises hours for individuals in order to reduce public transport use during
peak periods and any crowding at key entrance/exit points.
▢ Establish or re-aﬃrm your access control and logging of staﬀ movements. This will be
cri cal for contact tracing with other systems e.g. Government apps, contract tracing
teams following an iden ﬁed case being linked to your workforce.
▢ Split teams into subgroups with alternate days working from home or spli ng across a
day and night shi (if prac cable).
▢ As far as possible, where staﬀ are split into teams, ﬁxing these splits (cohor ng), so
that where contact is unavoidable, this happens between the same individuals.
▢ Where it is possible to remain 2 metres apart (no ng some European varia ons on this
down to 1.5 metres), using signage such as ﬂoor markings to facilitate compliance,
par cularly in the most crowded areas. This includes entry points to buildings, toilets
and communal break areas where queues may form.
▢ Consider a shi pa ern which minimises the opportuni es for staﬀ to experience high
foo all environments (commu ng and in the oﬃce). Staﬀ agreement should be sought
from the outset and the mechanisms to do so may be found in the terms of a
collec ve agreement or contract or employment or may be the subject of an ad hoc
agreement. Note that the revised working hours/shi pa ern need to comply with UK
rules on working hours and rest breaks.
▢ Iden fy Single Points of Failure (SPOF) in processes and people in order to cross train
and reduce the impact should these persons become ill.
▢ Shi opera ons should par cularly consider frequently cleaning and disinfec ng of
objects and surfaces that are touched regularly, using your standard cleaning products
and par cularly at the end and beginning of shi .
▢ Once you have a plan – communicate it. Staﬀ reassurance is key and you should
maintain engaging, knowledgeable and authorita ve communica ons channels and
respond to feedback and ques ons/concerns.
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8. Crisis Management & Business Continuity
Your approach here should be informed by your recent learning from COVID-19 and
with considera on for the range of other exis ng threats and hazards which may cause
business disrup on consequences to your organisa on. If you are fortunate enough to
have a well developed and tested plan there will be adjustments and lessons to iden fy
and learn from. If you had no eﬀec ve plan (or the plan was not used), now is the me
to develop an eﬀec ve Plan rapidly.
▢ Debrief now and capture lessons if you have not started already. The impact from
COVID-19 is far from over and the ever-present risk of other risks materialising
could cause irreparable further damage to your opera ons.
▢ Review your stakeholder matrix and establish an ongoing programme of
engagement across various media and the appropriate ming and content for the
audience. (Also see Sec on 10).
▢ Review your plan against wider threats and hazards beyond COVID-19 and focus on
planning for consequence not cause (in addi on to necessary risk speciﬁc items for
COVID-19 arising from this checklist). Good prac ce suggests considering: loss of
premises, loss of people, loss of IT, loss of supplier(s), loss of u li es.
▢ How has the response to the virus changed your business con nuity arrangements
- are your services or opera ons diﬀerent now?
▢ What are your minimum business con nuity objec ves to recover in this new
opera ng environment?
▢ What good prac ce did you implement that was speciﬁc to a response to this
pandemic, and if so should it form an appendix in your plan?
▢ Have the cri cal func ons in your business changed as a result of the pandemic?
Have you reviewed your supply chain?
▢ Do you need to dedicate resource and invest extra me and eﬀort in the business to
improve your business con nuity?
▢ Did you keep a log of management decisions and ac ons on incident management
and business con nuity during the response? If so, what can you learn?
▢ Should you consider establishing a dedicated logging and aler ng capability?
▢ How eﬃcient was your response - were templates for communica ons, response,
stakeholder & supplier engagement and oﬃce closure pre-determined or ad-hoc?
▢ Did your staﬀ all know what to do and did they follow the plan? Do you need to
consider enhancing your training and exercising of your staﬀ?
/
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9. Occupational Health and Employee
screening
The Test, track and trace programme by the UK Government will only succeed through
public engagement with the the tes ng programme and other tools such as the NHS
App (once made available). There may be a s gma experienced by staﬀ who experience
symptoms associated with COVID-19. As an employer we should provide assurance on
the safety of the work environment and maintain ethical and legal surveillance measures
to spot a conﬁrmed COVID-19 case before it spreads further. Some key considera ons
include:
▢ Focus on Staﬀ engagement and fostering a posi ve atmosphere where individuals
can be honest about their health with their manager.
▢ Ensure that staﬀ and visitor access control and a endance data is readily available in
case tracing of personnel is required.
▢ Presenteeism (coming to work while ill) could be as prevalent as absenteeism escalate management feedback so you can spot trends and issues if this becomes
an issue.
▢ Employees, workers or visitors must posi vely consent to temperature checks if
you make arrangements for this (NB a range of op ons exist, dependent on budget
and amount of foo all). Be mindful of GDPR requirements and take legal counsel
before proceeding with this route.
▢ We have worked with Op mal Risk - h p://www.op malrisk.com to deliver a high
throughput thermal imaging capability to rapidly temperature scan up to 30 people
from distance at high throughput loca ons/ mes e.g. shi changes, ingress/egress
from a mul -occupancy site. The investment may be preferable to costly delays,
queues forming and the challenges in temperature measurement by manual means.

10. Internal & External Stakeholder
engagement
Your workforce should feel conﬁdent that they’re returning to a safe workplace. The
implementa on of this check-list will provide vital reassurance. You may have now
iden ﬁed skills gaps, areas of weakness where insuﬃcient cross over in knowledge
now requires training for more staﬀ. Your customers and supply chain will also be
opera ng in diﬀerent ways – plan with them and make no assump ons. Relevant, mely
and authorita ve messaging will be key for your audiences.
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10. Internal & External Stakeholder
engagement (continued)
▢ Con nue to engage with your ‘interested par es’ ranging from customers and
suppliers through to industry groups and Business to Business networks; maintain
these on a stakeholder matrix to establish and programme a schedule of updates
with associated business lead, medium, core message and ming.
▢ Internal communica ons in this hybrid working environment is crucial. Check in
with employees on how comfortable they are with returning to the workplace and
make sure any furloughed workers are available to come back. Staﬀ may have
other needs to take care of before they’re ready or able to return. For some, that
may mean arranging childcare and transporta on. You can make the transi on
smoother by syncing up with local school and public transport re-openings.
▢ Decide who in each region/market/oﬃce is responsible for announcing oﬃce
openings/closures. Determine who needs to approve the re-opening plan (e.g.
Crisis Management Team).

11. IT provision and cyber security
The short no ce move from oﬃce to home working may have resulted in reduced
security of systems (to enable home working from personal devices for example) or IT
policies lagging behind the deployment of new ad-hoc systems.
Re-visit security awareness and asset security as IT equipment is re-distributed during
the shi back to a new way of working. Remember that just because you are going back
into the oﬃce does not mean you have fewer vulnerabili es than you did
when working from home.
▢ Re-evaluate IT Security arrangements and whether any relaxa on of measures need
to be adjusted. Include a revisit of any IT and security policies (update those for
oﬃce working as workers may feel more relaxed / a new adjustment to working
back in the oﬃce).
▢ Check that personal data is s ll held where you think it is – a lot may now be stored
on personal IT or not where originally planned.
▢ Consider carrying out vulnerability scans and penetra on tes ng of your systems to
understand whether rapid changes have created vulnerabili es that need to be
ﬁxed. Include mobile and other handheld smart devices that have been outside of
the usual bubble of oﬃce security.
▢ Ensure passwords that have been used at home and out of the oﬃce are changed (if
it is likely that someone other than you may have seen it).
/
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11. IT provision and cyber security
(continued)
▢ Re-conﬁgure routers and lockdown company ﬁrewalls to “Allow or Deny” approved
external addresses – these may have been changed to allow for home workers to
connect to company servers.
▢ Carry out an Asset Management check against master Asset List to ensure that no
items have been misplaced / Lost / Stolen.
▢ Ensure backups capture all company data that has been produced during Lockdown
– may require full data audit and capture from Personal IT Devices.
▢ Ensure that your hea ng and ven la on is serviceable if it has been shut down
during lockdown; as you power it all back up it could leak or not run eﬀec vely
causing a failure of servers or IT devices.
▢ Evaluate your room reserva on technology and equipment provided at the desk
support social distancing and disinfec on. Also reduce the system alloca on for
room alloca on sizes to prevent overbooking.
▢ Revisit your IT Disaster Recovery plan and exercise this against the 'new normal' of
hybrid oﬃce and remote working requirements.
▢ Provide new cyber awareness training. This might include posters or short videos
(supplied by external organisa ons) regarding COVID-19 threats, new security
policies or general security. NCSC have a free resource available online.

12. Medium term remote working
Establish mechanisms for Managers to engage with a disparate workforce across on
site and home working arrangements and schedules over the medium term. Whilst staﬀ
may have been accommoda ng during the short term, the Health and Safety Execu ve
have made it clear that your duty of care does extend to home workers and to consider:
▢ What work ac vity will they be doing (and for how long)?
▢ Can your team’s work be done safely from home?
▢ Are there intolerable data protec on issues arising from the work you are asking
staﬀ to undertake which require diﬀerent working arrangements? Whether you
need to put control measures in place to protect staﬀ from health and safety risks?
▢ Are display screen equipment (DSE) assessments required for those who will be
working from home for an extended period.
/
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For further information
and support
Schedule a call or your free resilience health check

CONTACT US

Share on Twitter

Share on Facebook

Share on LinkedIn
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