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Sample Plan Introduction

This sample Business Resumption Plan is intended as a guide for Business Contingency Planners as to the type of information you would expect to find in a working plan. This sample plan has been produced as one document with a  comprehensive Table of Contents, however, depending on the complexity of your plan, this may be too elaborate for your needs.  The plan may be adjusted by adding or deleting sections as needed to match your recovery requirements.

The plan is organized in sections. Each section has included the type of information that may appear in that section if this were an actual plan.  A brief description of each section is listed below. 
1. Purpose, Objectives and Assumptions - This section defines the purpose of the plan document, the objectives to be accomplished and the assumptions used in the Plan.

2. Recovery Strategies - This section briefly describes the strategies the company has developed to respond to an emergency situation.

3. Recovery Management - This section describes the organizational structure of the recovery teams and the roles of the management team members.

4. Human Resource Management - This section describes how The company will manage the various human resource issues which may arise during the recovery effort; providing for temporary or contractor help, financial assistance to employees and help in dealing with family issues.

5. Administrative Support - This section describes how administrative functions such as food, travel and lodging for recovery staff will be managed.

6. Finance Issues - This section identifies how finance issues will be handled during the recovery such as procedures for ordering of equipment or supplies, expense reports, identification of the cost center for recovery expenses etc.

7. Recovery Communications - This section identifies how communications will be handled during the recovery process. This includes communication to other employees, business units, communication of the status of the recovery, problem management and external communications.

8. Plan Activation - This section begins by describing the normal process by which an emergency situation is communicated , how the damage assessment is performed, and how a decision to activate the plan is made and by whom. Once the plan is activated, it describes the establishment of the Command Centers and the emergency notification process to the recovery teams.

9. Site Recovery Plan - This section details the recovery process and the actions that will be executed by the recovery teams as the result of losing the physical site where business is performed.  This section includes a checklist for each recovery team member during the recovery effort.

10. Business Application Recovery Plan - This section details the recovery process and the actions that will be executed by the recovery teams as the result of losing the business applications required by the critical functions.  This section includes a checklist for each recovery team member during the recovery effort

11. Appendices - These sections provide additional information and procedures referred to in the main document.

12. Sample Recovery Procedures - A sample of a detailed recovery procedure for a site outage and an application outage.

The sample plan makes the assumption that the business being recovered is a large mutli-level management organization.  If your company is small, you may delete teams or team members listed to more accurately reflect your organization.

The detailed recovery procedures included in this sample plan document are intended to provide a format for detailing the actual steps to recover a function whether it be a business function, a LAN recovery, a system application recovery, etc. You may include these as part of the plan or keep them as separate documents referred  to in the plan.  These are the step by step procedures that need to be developed for each critical function performed by your business. 

Each critical function must plan how it will recover from a site outage and how it will recover from an application outage.  

A site outage assumes that the entire building and all of it’s contents are unavailable and you must perform the function at another location. If the function must be recovered the same day (AAA,AA and A functions), then there must be identified in the recovery procedures a contracted alternate site with all necessary facilities to support the function.  That means desks, chairs, paper, pencils, calculators, terminals or PC’s with connectivity to all required applications, printers, phones etc.  These MUST be in place before a disaster occurs.

The application outage assumes that the facility you are in is intact but you do not have access to the applications required to perform the function.  For example, if the mainframe Data Center in Dallas were to experience an outage, you must plan for a minimum of 24 hours before those applications are returned to you.  Potentially as much as 72 hours.  When the application becomes available, it will be current only to the latest backup taken before the disaster occurred.  You must plan how you will perform your critical business function without the application and how you will “catch-up” once the application has been made available to you.  

Dallas Data Center Mainframe applications include Shareholder, FBSI, INVEST1, Custody, FIS, FPRS, ATS DART, FIMM, FIPL, C-Stamp, CA, CBA, SAS Product, Price/Rate

Boston Midrange Data Center applications include NAVGen, Price Database, BODS/MAXXESS, ATS, FOCAS, ITX, ILN, PTS, AS400 Trading System, Corporate Compliance, General Ledger, FAMIS, GUIDE, FOX, JAMAICA

Dallas Data Center Vantage applications include FIRS 

For current recovery timeframes for your dependent applications, contact the Application Support Manager for the application. 

This is not intended to be a fill in the blank plan.  It is a sample which you can duplicate or borrow from as much as is appropriate for your business.  Business recovery planning is a process, it is not a product. As long as the business continues, technology changes, business functions change, the plan you develop will need to be continually modified and repeatedly tested.

Executive Sign Off

The following Business Resumption Plan and all related procedures are approved by the President and Senior Management of ______________________________ Company effective the date signed below.

_______________________________________________                     ___________________

Signed by President
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Sample Purpose, Objectives and Assumptions

Purpose of the Plan

The purpose of this plan is to define the recovery plrocess developed to recover the The company XXXXXXXXXX Co. critical business functions. The plan components will detail The company XXXXXXX Company’s procedures for responding to an emergency situation which affects The company XXXXXXX Company’s  ability to provide services to the customers of The company Investments or it’s ability to meet legal or regulatory requirements..

The plan is organized in sections for easy reference. Each major section deals with a component of  the Plan beginning with plan activation through restoration of normal operations. The appendices contain information such as forms which may be required during the recovery process, business application priority by platform, vendor lists, etc.

Objectives of the Plan

· Facilitate timely recovery of business functions

· Minimize loss of revenue/customers

· Maintain public image and reputation

· Minimize loss of data

· Minimize the critical decisions to be made in a time of crisis

Plan Overview

The The company XXXXXXX Company Business Resumption Plan is organized in the following sections:

1. Purpose, Objectives and Assumptions - This section defines the purpose of the plan document, the objectives to be accomplished and the assumptions used in the Plan.

2. Recovery Strategies - This section briefly describes the strategies the company has developed to respond to an emergency situation.

3. Recovery Management - This section describes the organizational structure of the recovery teams and the roles of the management team members.

4. Human Resource Management - This section describes how The company will manage the various human resource issues which may arise during the recovery effort; providing for temporary or contractor help, financial assistance to employees and help in dealing with family issues.

5. Administrative Support - This section describes how administrative functions such as food, travel and lodging for recovery staff will be managed.

6. Finance Issues - This section identifies how finance issues will be handled during the recovery such as procedures for ordering of equipment or supplies, expense reports, identification of the cost center for recovery expenses etc.

7. Recovery Communications - This section identifies how communications will be handled during the recovery process. This includes communication to other employees, business units, communication of the status of the recovery, problem management and external communications.

8. Plan Activation - This section begins by describing the normal process by which an emergency situation is communicated , how the damage assessment is performed, and how a decision to activate the plan is made and by whom. Once the plan is activated, it describes the establishment of the Command Centers and the emergency notification process to the recovery teams.

9. Site Recovery Plan - This section details the recovery process and the actions that will be executed by the recovery teams as the result of losing the physical site where business is performed.  This section includes a checklist for each recovery team member during the recovery effort.

10. Business Application Recovery Plan - This section details the recovery process and the actions that will be executed by the recovery teams as the result of losing the business applications required by the critical functions.  This section includes a checklist for each recovery team member during the recovery effort

11. Appendices - These sections provide additional information and procedures referred to in the main document.

Assumptions
This section identifies the assumptions made by the The company XXXXXXX Company Business Resumption Plan.

1. The type of disaster (fire, civil unrest, natural disaster, terrorist attack, chemical spill) and the impact of a disaster will vary significantly.

2. Only one building in one geographical location (i.e. Boston, Dallas, Salt Lake, Cincinnati, New York, Covington) will be impacted by a single disastrous event.

3. Contracted alternate XXXXXX Sites will be available to The company at the time of need.

4. That adequate training is given in the use of the plan and that all staff are made aware of it’s existence and their roles within the plan.

5. The Plan is tested and reviewed on a regular basis.

6. That this document, related procedures and all vital records are stored in a secure offsite location and not only survive the disaster but are accessible immediately following a disaster.

Recovery Strategies

This section describes the recovery strategies identified for the The company XXXXXXX Company equipment and services.
General Recovery Strategies

· Business functions will be recovered in priority sequence based upon the classification of the function as agreed with business senior management and implemented jointly.

· Communications concerning the recovery status will be coordinated through the Command Center so that those executing the recovery will not be interrupted repeatedly for status.

· Purchase and acquisition of equipment and supplies needed for the recovery effort will be coordinated through the Command Center as per the instructions in this document.

· The contingency planning infrastructure which is detailed in this document will provide for coordination of travel arrangements, food and accommodations for individuals supporting the recovery effort.

· Non-critical The company XXXXXXX Company functions such as Development and Test environments will be cleared without backup as necessary to support the recovery efforts.  

The company XXXXXXX Company personnel from other sites may be called in to support the recovery efforts.

Critical Function Recovery Strategies

The critical functions performed by this company are as follows:

Critical Functions by Site

Critical Function (list all AAA,AA,A functions)
Site(s) where function is performed
Recovery Strategy

1. 



2. 



3. 



4. 



5. 



6. 



Critical Function by Application Dependencies
Critical Function (list all AAA,AA,A functions)
Application Dependencies
Recovery Strategy

1. 



2. 



3. 



4. 



5. 



6. 



Recovery Management

An organization chart appears on the next page. Refer to current Emergency Notification List

####Insert organization chart here####

This is NOT the company organization chart.  This is the Recovery organization chart

It identifies the recovery team members by title.  For example, Emergency Management Team Leader and 

Emergency Management Team/Finance Representative

Sample presented below

Executive Emergency Management Team

This team consists of the senior executives within The company XXXXXXX Company who have an overall responsibility for the recovery of  The company XXXXXXX Company’s business and services to other The company Companies. As needed during the emergency, these individuals will participate in the Command Centers established for the recovery efforts and  in FEMO (The company’s Emergency Management Organization), a company-wide organization formed to provide both a formal integrated response process for management and on-site coverage/support in emergency situations. The Executive Emergency Management Team Leader  has overall responsibility for communications with FEMO

The Executive Team does not directly manage the day to day operations of the organization under normal circumstances and is not expected to have day-to-day responsibilities in an emergency situation. However, the Executive Team will respond to assist in the resolution of issues which may occur as a result of an emergency situation. 

Emergency Management Team - For each Site

These individuals would report directly to the Command Center and have responsibility to oversee the recovery and restoration process being executed by the Emergency Response Teams. They are responsible for communicating the recovery status to the Executive Management Team and making the necessary management decisions to support the recovery efforts.  The Emergency Management Team Leader  has overall responsibility for the recovery team and communications with the Executive Management Team.   

The objectives and the functions of this team are:

1. Make a preliminary assessment of the damage.

2. Notify senior management on current status, impact to business and plan of action.

3. Declare the disaster if necessary.

4. Initiate the plan during the emergency situation.

5. Organize and control the Command Centers as a central point of control of the recovery efforts.

6. Organize and provide administrative support to the recovery effort.

7. Administer and direct the Problem Management function.

Response Teams - For each Site 

These individuals are responsible for executing the recovery processes necessary for the continuity or recovery of critical business functions in that site. These individuals report to the alternate sites for their critical functions to execute the recovery process. They report to the Emergency Management Team through Emergency Response Team Leaders who have overall responsibility for the Response Teams’ efforts in those locations. The Response Teams may be broken into sub-teams, each with their own leader to facilitate the recovery effort. 

The primary responsibilities of the members of these teams are as follows:

1. Retrieve offsite Site records and recovery Information from offsite Site storage.

2. Report to the alternate site identified in their procedures.

3. Execute the business recovery procedures for their area of responsibilities in the order of priority identified.

4. Communicate the status of the recovery to the Command Centers as needed.

5. Identify issues or problems to be escalated to the management team for resolution.

6. Establish shifts for recovery team members to support the recovery effort 7 X 24.

7. Establish liaison with alternate site personnel if needed.

8. Support efforts to return to normal operations.

9. Reestablish support operations affected by the disaster

10. Identify replacement equipment/software needed for recovery effort and to return to normal operations. 

Command Centers

Command Centers are set up as a central location for The company XXXXXXX Company communications and decision making during an emergency situation. Command Centers will be set up in response to the disaster and will be equipped with a copy of the plan document and other resources which may be needed in a disaster.

XXXXXX SITE 1 
Primary Command Center


xxx-xxx-xxxx
Primary


Secondary Command Center



xxx-xxx-xxxx
Secondary


Tertiary Command Center



xxx-xxx-xxxx
Tertiary  

XXXXXX SITE 2 
Primary Command Center


xxx-xxx-xxxx
Primary


Secondary Command Center



xxx-xxx-xxxx
Secondary


Tertiary Command Center



xxx-xxx-xxxx
Tertiary

Human Resource Management  

Injury to employee

If an employee is injured as a result of a declared emergency or during the recovery process, the first step is to seek medical attention for the injured employee as quickly as possible. Every employee should be made familiar with the emergency numbers in their local area for contacting police, fire or ambulance services or The company Security may be contacted to notify the necessary medical assistance. From most locations, The company Security can be contacted by dialing 6911.

Once medical attention has been provided for the injured employee, it is important to notify the human resource representative on the management team as soon as reasonably possible so that appropriate family notifications and paperwork can be completed. Initial information to be provided is as follows:

· Employee Name

· Employee Company

· Location at time of injury

· Nature of injury (if known)

· Time injury occurred

· Brief description of circumstances under which injury occurred

A form in appendix P can be used to assist you in preparing this information. This may be faxed to the Command Center.  

Employee Fatalities

In the event that an emergency situation results in the death of one or more employees, it is imperative that the information be communicated to the Human Resource representative on the management team as quickly as is reasonably possible. Human Resources has been trained to respond to a tragedy such as this so that communication can be made to family members as quickly and compassionately as possible under the circumstances. They also have the ability to provide support services to the family if needed as well as to begin the process required to provide financial assistance to the family from insurance or other The company benefits. A phone call to the Command Center or Human Resource Representative should be made as soon as possible. Initial information to be provided is as follows:

· Employee Name

· Employee Company

· Location at time of death

· Time death occurred

· Brief description of circumstances under which death occurred

· Where deceased has been taken (if known)

Temporary Help/Contractors

If you require the support of additional staff during the recovery effort, complete the form in appendix O and forward via FAX to the Command Center. Every effort will be made to provide any additional help needed to support the recovery effort.

Cash Advances to Recovery Staff

Recovery personnel who do not have corporate credit cards can receive cash advances immediately in the event of a declared disaster. To obtain a cash advance, complete the form in appendix N and forward via FAX to the Command Center or contact the HR rep with the information.  Cash advances will not be issued without this form being completed. It is important that we track expenses related to the recovery effort for insurance purposes. Cash advances will be paid out to the employee within 24 hours of the request.

Family Issues  

The company recognizes that to respond to The company’s needs in a disaster situation, The company must recognize the hardships placed on the families of its Response Team. To be able to give the best to The company at the time when  it is needed most, employees need to have a level of comfort that their family members are safe and the employee’s absence during the recovery effort will not place undue hardship on them. 

The level of support to team members will clearly be defined by the nature of the disaster itself. In the case of natural disaster where the employee’s family may be at risk, it may provide for temporary relocation of family members or allowing the family to accompany the employee to the recovery XXXXXX Site.  It may range from facilitating dependent care services, The company-paid travel for employees to return home for a visit or for family members to travel to recovery locations, or cash advances to provide for family needs.

Family issues should be brought to the attention of the Human Resources representative as soon as feasible. 

Administrative Support During Recovery Effort

During the recovery effort administrative support teams will be deployed to support the recovery efforts as required.  The primary team will be located in the Command Center.  Additional teams may be located at recovery sites to provide support such as answering phones, keeping timelines etc.

The primary responsibilities of the administrative support team are as follows:

1. Answering phones

2. Making beeper pages as requested to communicate to recovery staff

3. Making travel arrangements for recovery staff

4. Providing food at recovery locations

5. Keeping minutes of the status meetings

6. Distributing information as requested 

7. Making copies

8. Arranging courier service

9. Keeping track of the locations of employees

10. Setting up conference bridges

Food, Travel, Lodging

It is each Team Leader’s responsibility to determine their staff’s food, lodging and transportation needs during an emergency situation and to communicate them to the Administrative Support representative. Consolidating the requests for these services during an emergency will help ensure the quickest possible response while eliminating redundancy.

The Administrative Support representative is responsible for ordering food for the recovery locations, facilitating lodging and facilitating transportation. particularly where normal methods of transportation are unavailable.

To order food, complete the information on the form in appendix G and forward via FAX to the Command Center or contact the Admin rep directly and provide the following information:

· Identify the number of meals needed, the times needed and the locations in which they are to be delivered as well as any special dietary requirements. 

For lodging and transportation, complete the form in appendix H and  Forward via FAX to the Command Center or contact the Admin rep directly and provide with the information.

Travel by Team Members/Travel Arrangements

Travel arrangements through the ongoing recovery efforts will generally be made by the administrative support team.  However, travel arrangements can be made by individual team members, by their management staff or by the administrative support staff.  All travel arrangements will be made through The company’s corporate travel agents, AMEX Travel. The number for the AMEX Travel office in your area, as well as the 24 hour emergency number is listed in the Emergency Notification list. 

AMEX Travel will make travel, hotel and rental car reservations for you.  In those areas where Boston Coach is available, AMEX Travel can also make those reservations for you. Your tickets may be picked up at the airport or will be delivered to a The company location at your request

If you have any difficulty with your travel arrangements, contact AMEX Travel directly to resolve. Refer to Appendix E for a list of hotels in the area where a recovery may occur. 

Finance Issues

Cost Center

The cost center and cost pool to be used for all travel, lodging, meals, equipment, cash advances or any other type of expense related to the recovery effort is XXXX (cost center) & XX (cost pool). This cost center is only effective in a declared disaster. It is imperative that this cost center be used so that all expenses can be tracked for insurance purposes.

Equipment Purchases

General requests for items like PC’s, FAX machines, Modems, office supplies, PC software etc., should be requested on the form in appendix M and faxed to the Finance Representative of the Emergency Management Team. Requests will be combined for volume discounts where possible and completed as quickly as possible through existing vendor relationships or if necessary through other vendors.

Purchases may be made directly by recovery team members using the corporate credit card or through a direct billing arrangement with the vendor. Existing vendor relationships should be used wherever feasible to facilitate billing and payment for services.

Expense Reports

The normal procedures for submitting expenses reports will continue during the recovery effort. All disaster related expenses should reference cost center xxxx.  Every effort will be made to reimburse the employee for out-of-pocket expenses as expeditiously as possible.

Cash Advances

Requests for cash advances for recovery personnel who do not have corporate credit cards will be sent from the Human Resources representative to the Finance representative. Cash advances are to be provided within 24 hours of request.  

Recovery Communications

Employee Notification

Employees who are members of the Emergency Notification List will be contacted directly in the event of an emergency situation by the responsible management team member. Employees who are not contacted directly can call the Contingency Information Line at 1-800-877-5442 for instructions on where and when to report for work and to receive status on the situation. 

The company Internal Business Unit Communications

Communications to the business units on the status of the The company XXXXXXX Company recovery will be handled by the Emergency Management Team member responsible for Customer communications and through normal support services.

Communications to the FEMO organization which includes representatives of Senior Management from all The company Companies will be handled by the Executive Emergency Management Team.

External Communications - Media

External communications will be handled by the The company Investments Public Relations staff. Any and all press inquiries must be directed to Public Relations Team identified in the Emergency Notification List. UNDER NO CIRCUMSTANCES ARE THE COMPANY EMPLOYEES TO PROVIDE INFORMATION TO ANY MEDIA REPRESENTATIVE.

External Communications - Customers/Clients

Employees who talk with customers and or clients as a part of their normal business day will be provided with a statement or list of statements regarding the recovery effort. It is important that EVERYONE tell the same story.  Any customer not satisfied with the response provided will be referred to management. 

Recovery Status Updates

Recovery Status updates will be communicated to the Command Center by the Recovery Team Leaders at regular intervals. Recovery status and information on when and where The company XXXXXXX Company employees are to report to work will be updated to the Contingency Information Line as needed using the procedures in appendix K.

Problem Management

If a problem is encountered that cannot be resolved by the recovery team that will result in a delay in the recovery of any critical functions, a special meeting of the impacted recovery team leader, the Emergency Management Team and the Executive Emergency Management Team will be held to determine a course of action to resolve the issue.

Communications with Recovery Team

Conference Bridges

During the course of the recovery efforts it may be helpful to establish Conference Bridges to communicate recovery issues and to coordinate communications between the different recovery locations.  To establish a conference bridge, you must do the following: 

ATT Conference Bridge - Call 1-800-232-1234. An AT&T operator will come on and ask you for the information. There are two types of conference bridges, the type we want to use is called a “meet me conference bridge” where you will be given an 800 number for all the participants to call and a live operator answers the phone and asks the caller for the bridge they want and the associated access number. The caller will then be bridged into the conference. The conference bridge can support from 3 to 90 simultaneous parties. People can call in and drop out of the call as needed. The conference bridge needs to be billed to your external The company number.

Intercall Conference Bridge -  The phone number to make a reservation for Intercall is 1-800-374-2441.  If you have never used Intercall before, you will need to tell the reservationist that you are a new user and would like to set up a new profile.  The reservationist will ask you for a billing address  and to whose attention the bill should be sent.  Once the account is set up, you give the date and time of the call, how long you expect the call to last and the approximate number of participants.  Intercall can accommodate up to 400 participants during a call.  Participants may connect into the call at any time.  The phone number for connecting to an Intercall conference is 1-800-706-9119.

WINBEEP Pages

####NOTE WINBEEP software can be installed on PC’s to allowing group paging###### 

CONTINGENCY NOTIFICATION SYSTEM

The Corporate Contingency Planning Notification software, may be utilized to contact recovery personnel.

Site Recovery Plan

######This scenario assumes that the site where you normally perform your critical function is unavailable to you for some period of time############

Site Recovery
If a problem has been identified at a business site, the following steps will be taken by the appropriate Teams:

1. Management Team follows Plan Activation Procedures.

2. Authorized management team member declares a disaster.

3. Any incoming 800 service is redirected as defined in the Plan.

4. Management Team notifies the alternate site of declaration.

5. Management Team Members notify Site  Response Team that a disaster has been declared.

6. Critical Function Response Teams to report to the alternate site to begin recovery.

7. Contact vendor to return offsite records to the recovery site.

8. Facilities team to report to begin damage assessment, repair and restoration of facility .

9. Management Team to report to Command Center locations.  

10. Client Management Team Leader provide statement for all employees to use when talking to customers or clients.

Plan Activation Checklist

Action
By whom
Comments
Check when done

1. Receive Communication on emergency situation
Emergency Mgmt Team Leader
log time


2. Contact The company XXXXXXX Company Management Team and XXXXXX Site BCP Response Team Leader
Emergency Mgmt Team Leader
log time


3. Contact THE ALTERNATE SITE and Alert them that disaster may be declared.
Emergency Mgmt Team Leader



4. Assess Damage
Emergency Mgmt Team Leader & Mgmt Team 
Networkxe "The company Network"
Equipment

Building

Employees


5. Estimate Length of Outage
Emergency Mgmt Team Leader & Mgmt Team 
Length of outage
< 1 Hour

> 1 Hour - ,< 2 hours

> 2 hours, <12 hours

>12 hours, < 24 hours

>24 hours, <48 hours

>48 hours

Unknown


6. Estimate Business Risk
Emergency Mgmt Team Leader & Mgmt Team 



7. Make Decision.  If no declaration then contact THE ALTERNATE SITE and inform them alert is over If decision is to declare, proceed to step 8.
Emergency Mgmt Team Leader



8. Declare Disaster, notify Executive Team immediately and declare disaster at ALTERNATE SITE as per procedure in appendix A. 
Emergency Mgmt Team Leader & Mgmt Team 
Log time


9. Notify Emergency Response Team Leader identified in Emergency Notification List using procedure in Appendix C
 Mgmt Team LEADER
Log time


10. Activate Command Center
Emergency Mgmt Team Leader
Log time


11. Report to Command Center XXXXXX Site -
Emergency Mgmt Team Leader,  Mgmt Team
Log time


 Plan Activation

Emergency Alert

In the event that a situation or disaster occurs at a The company XXXXXXX Company Site, The company Security would contact Corporate Contingency Planning.  Corporate Contingency Planning contacts the Business Contingency Planner for the The company XXXXXX Company. That individual is responsible for contacting the Management Team and assessing the emergency situation. An Alert will be sent to all Recovery Team members.  A conference bridge may be set up by the BCP Response Team Leader during the damage assessment phase for team members to contact for status of the alert.

Damage Assessmentxe "Disaster Assessment"  

During the damage assessment phase, the Management Team will identify specifically who and what has been affected by the disaster. The Team Leaders will evaluate the event that has occurred and determine what recovery teams will be required to respond to the situation. The decision to activate the disaster recovery plan for the affected areas may be made at this point or after notification and review with the Executive Team.

As part of the damage assessment process, the risk assessment to the business will be evaluated.  If the situation at the XXXXXX Site could in any way require recovery at an alternate XXXXXX Site, The Management Team leader will contact the alternate XXXXXX Site and notify them of the disaster ALERT.

If after assessment it is determined that activation of the recovery plan is required, notification to the Executive Team will be made.  An authorized individual will immediately notify the alternate XXXXXX Site that the disaster has been DECLARED using the procedures in appendix A. 

Notification Procedures

Once the disaster has been declared and the decision has been made to activate the Business Resumption Plan, the Emergency Management Team will notify the Response Team Leaders. The y Response Team Leader will send another page to the Response Team to contact the conference bridge.  Initial instructions to the Response Team will be sent through the conference bridge. It is the responsibility of the Response Team Leaders to coordinate appropriate notification procedures using the The company XXXXXXX Company Emergency Notification List. Initially, only employees that are part of the identified recovery teams will be contacted.  

The Notification Script which is located in appendix C should be used when contacting team members particularly in the event of catastrophic circumstances. The nature and scope of the disaster may not be clearly defined at the time the decision to implement disaster recovery is made. It is important not to cause unnecessary panic among the families of team members. For this reason, as well as to prevent disclosure of the nature and scope of the problem to those outside of The company, it is imperative that information about the disaster be communicated to the team member only. If the team member is not home, leave a message for him/her to call the phone number at the command center and do not provide any further details.  

Command Center Activation

Once a disaster has been declared, the Command Centers will be activated. The Emergency Management Team Leader will instruct the management teams from each location to report to the Command Center.  The Command Center will be equipped with a copy of the plan document and other resources which may be needed in the event of a disaster. It is the Management Team Leader’s responsibility to make certain that the Command Center is equipped properly and to coordinate any additional resources as needed.

Command Center Locations:

XXXXXX SITE 1 


Primary Command Center



xxx-xxx-xxxx
Primary


Secondary Command Center



xxx-xxx-xxxx
Secondary


Tertiary Command Center



xxx-xxx-xxxx
Tertiary

XXXXXX SITE 2 


Primary Command Center


xxx-xxx-xxxx
Primary


Secondary Command Center


xxx-xxx-xxxx   Secondary


Tertiary Command Center


xxx-xxx-xxxx
Tertiary

The Command Centers will become the focal point for management of the recovery process.

Sample Checklists for Management Team and Response Team
Executive Emergency Management Team Procedures

#####NOTE##### Customize this checklists to represent your Management Team Structure.  You need one checklist for each management team member.#########
Actions
By Whom
Comments

Notification of Disaster. Declare Disaster with Recovery Emergency Management Team Leader
EXECUTIVE EMERGENCY MANAGEMENT TEAM LEADER


Resume Normal Activities - you will receive regular status updates as per normal escalation procedures
EXECUTIVE EMERGENCY MANAGEMENT TEAM


Report to Command Center for recovery effort as requested by  Emergency Management Team Leader

##Insert Command Center Location###

EXECUTIVE EMERGENCY MANAGEMENT TEAM


Report to FEMO as requested 22nd floor of 100 Summer Street and provide update on recovery status
EXECUTIVE Emergency Mgmt Team Leader OR MEMBER


Emergency Management Team Procedures/Emergency Management Team Leader

ACTIONS
COMMENTS

1. Receive Communication on emergency situation at XXXXXX Site .
Log time

2. Contact XXXXXX Site Management Team Leader in Emergency Notification List.
Log time

3. Notify Response Team Leader of Alert.
Log time

4. Contact ALTERNATE SITE and notify them of Disaster Alert using procedures in appendix A.
Log time

5. Assess Damage with Team Leader.
Network Facilities

Building

Employees

6. Estimate Length of Outage with Team Leader.
Length of outage



7. Estimate Business Risk.


8. Make Decision -

If decision is to declare:

· You Contact Executive Team immediately. 

· You contact the XXXXXX Site BCP  Response Team that disaster has been declared.

· Have XXXXXX Site Mgmt Team Leader declare disaster with THE ALTERNATE SITE using procedures in Appendix A.

· Continue to Step 9.

If decision is NOT to declare:

· Have XXXXXX Site Mgmt Team Leader Notify THE ALTERNATE SITE.

· You Notify Response Team Leader that Alert has been withdrawn without declaration.
Log time

1. Activate Command Center.
Log time

2. Report to Command Center ##Insert Command Center Location###
Log time

3. Direct Activities of the Management Team to Facilitate the Recovery Effort for the XXXXXX Site .


4. Communicate status of the Recovery on a Regular Basis to the Executive Team.


5. Facilitate Problem Resolution/Escalation and coordination between the recovery teams.


6. Establish schedule  for management coverage in the Command Center as needed throughout the recovery effort


7. Coordinate and chair status meetings with XXXXXX Site Command Center. 


8. Maintain timeline of recovery effort in the Command Center.


9. Facilitate efforts to repair and return to primary XXXXXX Site.


Emergency Management Team Procedures /XXXXXX Site Management Team Leader

Action
Comments

1. Receive Communication on Emergency Situation at XXXXXX Site  from the RECOVERY Team Leader.
Log time

2. With RECOVERY Team Leader, Assess Damage.
Computer Equipment

Network Facilities

Building

Employees

3. With RECOVERY Team Leader, Estimate Length of Outage.


4. With RECOVERY Team Leader, Estimate Business Risk.


5. With RECOVERY Team Leader, Make Decision -

If decision is to declare:

· Have RECOVERY Team Leader Contact Executive Team immediately. 

· Have RECOVERY Team Leader contact the Response Team that the disaster has been declared.

· You Declare disaster with THE ALTERNATE SITE using procedures in Appendix A.

· Continue to Step 6.

If decision is NOT to declare:

· You Notify THE ALTERNATE SITE.

· Have RECOVERY Team Leader Notify Response Team Leader that Alert has been withdrawn without declaration.


1. Report to the Command Center -
Log Time

2. Direct Activities of the XXXXXX Site Management Team to Facilitate the Recovery Effort.


3. Approve Required Recovery Purchases - up to defined disaster authorization level.


4. Communicate status of the Recovery on a regular basis to the Command Center.


5. Facilitate Problem Resolution/Escalation.


6. Establish schedule for management coverage in the XXXXXX Site Command Center throughout the recovery effort.


7. Coordinate and chair status meetings with recovery teams and the Command Center.


8. Provide status updates to the Client Relationship Management Team member.


9. Maintain timeline of recovery effort in the XXXXXX Site Command Center.


10. Facilitate efforts to repair and return to primary XXXXXX Site.


Emergency Management Team Procedures /Response Team Leader

Action
Comments (log time etc.)
Check when done

1. Receive Communication on Emergency Situation for XXXXXX Site .



2. BCP Set up Alert Conference Bridge - using procedures in appendix Q.



3. Contact The company XXXXXXX Company Response Team as indicated on the Emergency Notification List using notification procedures in appendix C. Notify BCP response Team Leader of alert bridge number



4. Communicate alert status to Team members via conference bridge.



5. Prepare for declaration -
· Retrieve offsite storage

· Instruct Team Leaders to begin preparing schedules for recovery personnel and to make travel arrangements as needed.  



6. If disaster is declared, communicate to Response Team via conference bridge and continue to step 8.



7. If disaster is not declared, communicate alert cancel to Response Team members via conference bridge. 



8. The company XXXXXXX Company Management Team Report to the Command Center. Notify RECOVERY Team leader of your arrival and arrival of team members. ##Insert Command Center Location###



 Emergency Management Team Procedures /Human Resources Representative

Action
Comments

Receive Communication on Disaster declaration at the XXXXXX Site  
Log time

Contact Human Resources Staff using procedures in appendix C to notify them of disaster and where to report.
Log Time

Report to Command Center. ##Insert Command Center Location###



Establish Human Resources Representative Coverage at the Command Center 7X24 throughout the recovery effort.


Update Contingency Information Line using procedures in Appendix K


If injuries or fatalities have occurred, activate Human Resources team that is trained to respond.


Provide resources for recovery teams by reassigning staff not involved in recovery effort or through temporary or contractor support.


Facilitate providing cash advances to recovery staff.


Respond to other Human Resources needs as they arise.


Emergency Management Team Procedures /Finance Representative

Action
Comments

Receive Communication on Disaster declaration at the XXXXXX Site  
Log time

Contact Finance Staff using procedures in appendix C to notify them of disaster and where to report
Log time

Report to Command Center ##Insert Command Center Location###



Establish Finance Representative Coverage at the XXXXXX Site Command Center 7X24 throughout the recovery effort unless otherwise directed by the XXXXXX Site Management Team leader. 


Activate Disaster Recovery Cost Center


Provide channel for authorization of expenditures by recovery team.


Record emergency extraordinary costs and expenditures


Provide Immediate Cash Advances to recovery staff with team approval


Work with Purchasing to Facilitate the ordering of replacement supplies and equipment for immediate delivery.


Provide immediate payment for expenditures when required to facilitate recovery effort 


Emergency Management Team Procedures /Systems Team Leader

Action
Comments

Receive Communication on Disaster Declaration at the XXXXXX Site . 
Log time

Contact Systems Staff to notify them of disaster and to activate the Systems technical recovery plan for the XXXXXX Site .
Log time

Report to Command Center. ##Insert Command Center Location###
.


Establish Systems Representative Coverage at the Command Center in XXXXXX Site 7X24 throughout the recovery effort.


Provide resources and support to Facilitate Systems Recovery efforts for XXXXXX Site .


Provide channel for authorization for equipment expenditures by Systems recovery team.


Participate in status meetings with recovery teams and Command Center.


Provide leadership and direction as needed to Systems Team involved in the recovery effort.


Manage Process required to restore systems to normal operation.


Emergency Management Team Procedures /Client Relationship Representative
Action
Comments

1. Receive Communication on Disaster Declaration. 
Log time

2. Contact Client Relationship Staff using procedures in appendix C and notify them of the disaster and where to report.
Log time

3. Work with Public Relations to develop scripts of information to be used by phone representatives and Client Managers in response to client concerns


4. Contact critical Customer/client companies with information regarding the disaster declaration for the XXXXXX Site


5. Report to Command Center ##Insert Command Center Location###


6. Establish Client Representative Coverage at the Command Center 7X24 as needed throughout the recovery effort.


7. Obtain updated status and update the Contingency Information Line every two hours using procedures in Appendix K.


8. Attend Status meetings with Client Companies as requested.


9. Participate in status meetings with recovery teams and Command Center.


10. Bring Client Issues and Concerns to the attention of the Emergency Management Team Leader.


11. Provide support and direction to the Client Services Team throughout the recovery effort.


 Emergency Response Team/Response Team Leader/XXXXXXX Site

Action
Comments(log time etc.)
Check when done

1. Receive Communication on Disaster Declaration for XXXXXXX Site.



2. Contact Team Leaders as indicated on the Emergency Notification List using notification procedures in appendix C.



3. Report to Alternate Site for recovery as identified in Appendix D. Notify Command Center upon your arrival and arrival of team members.



4. Determine status of recovery.



5. Maintain recovery timeline for critical function recovery.



6. Compile list of team members from Team Leaders at each location and send to Human Resources Representative at Command Center for food, beverage and lodging requirements during the recovery effort. 



7. Provide regular status updates to the Command Center



8. Facilitate the resolution of recovery issues as they arise.



9. Escalate issues that require management decision/approval for resolution.



10. Identify additional resource needs (administrative and technical support) and escalate to the Command Center for Resolution.



11. Establish schedule for RECOVERY Team Leader coverage 7x24.



12. After critical function recovery is complete, identify requirements for return to normal operations.



13. Manage team to return operations to Primary site when available. 



Emergency Response Team/ Critical Function Team Leader/Site Recovery

#######NOTE You want to create one of these for each critical function you will recover######Modify as needed to match your business or create a new checklist########
Action
Comments (log time etc.)
Check when done

1. Receive Communication on Disaster Declaration for XXXXXXX Site.



2. Contact Team as indicated on the Emergency Notification List using notification procedures in appendix C. Tell them to report to alternate site



3. Report to alternate site as identified in appendix D. Notify RECOVERY Team Leader of your arrival and arrival of team members.



4. Determine status of critical function recovery if already begun.



5. Oversee the critical function restoration to completion. 



6. Communicate recovery status to RECOVERY Team Leader to update recovery timeline for critical function recovery.



7. Escalate issues to Command Center through RECOVERY Team Leader. 



8. Attend status meetings with Command Center.



9. Facilitate the resolution of technical recovery issues as they arise.



10. Escalate issues that require management decision/approval to RECOVERY Team Leader for resolution.



11. Identify additional resource needs (administrative and technical support) and escalate to the RECOVERY Team Leader for resolution.



12. Establish schedule for recovery team 7x24 including management support as needed.



13. Identify Staff at each location through Team Leaders and give to RECOVERY Team Leader for food, travel, accommodation and expense needs.



14. After completion of critical function recovery, determine requirements to return to normal operations.



15. Manage team to return operations to Primary site when available. 



Emergency Response Team/LAN Recovery Team Leader/ Site Recovery
Action
Comments (log time etc.)
Check when done

1. Receive Communication on Disaster Declaration for XXXXXXX Site.



2. Contact LAN Administrators for site as indicated on the Emergency Notification List using notification procedures in appendix C.



3. Contact Offsite Storage Team Leader to validate retrieval of LAN backups and delivery time to alternate site.



4. Make Travel Arrangements to alternate site



5. Report to alternate site as identified in appendix D. Notify RECOVERY Team leader of your arrival and arrival of team members.



6. Execute LAN recovery plan.



7. Communicate recovery status to RECOVERY Team Leader to update recovery timeline.



8. Escalate issues to Command Center through RECOVERY Team Leader. 



9. Attend status meetings with Command Center.



10. Facilitate the resolution of LAN recovery issues as they arise.



11. Escalate issues that require management decision/approval to RECOVERY Team Leader for resolution.



12. Identify additional resource needs (administrative and technical support) and escalate to the RECOVERY Team Leader for resolution.



13. Establish schedule for LAN Support team 7x24 as needed to support the recovery efforts.



14. Identify LAN Staff at each location through Team Leaders and give to RECOVERY Team Leader for food, travel, accommodation and expense needs.



15. After completion of LAN recovery return to normal operations at alternate site.



16. Manage Project to restore LANS at primary site and participate in team to return operations to Primary site when available. 



Emergency Response Team/XXXXX Systems  Team/XXXXXXX Site
Action
Comments (log time etc.)
Check when done

1. Receive Communication on Disaster Declaration for XXXXXXX Site.



2. Contact Systems Team members using notification procedures in appendix C.



3. Verify Offsite Storage Leader has contacted offsite vendor for retrieval of backups and delivery to alternate site.



4. Report to Alternate Site as identified in appendix D. Notify BCP Team Leader of your arrival and arrival of team members.



5. Instruct System team to execute recovery  procedures for critical systems for XXXXX site.  Critical systems are identified in Appendix J.



6. Communicate recovery status to BCP Team Leader to update recovery timeline.



7. Escalate issues to BCP Team Leader. 



8. Identify additional resource needs (administrative and technical support) and escalate to the BCP Team Leader for resolution.



9. Establish schedule for Systems team 7x24 including management support as needed.



10. Identify System Staff at each location through Team Leaders and give to BCP Team Leader for food, travel, accommodation and expense needs.



11. Identify replacement equipment needed to restore primary site and provide to Facilities Team Leader 



12. Participate in team to return operations to Primary site when available. 



Emergency Response Team/Offsite Storage Leader/ Site Recovery

Action
Comments (log time etc.)
Check when done

1. Receive Communication on Disaster Declaration for XXXXXXX Site.



2. Contact offsite vendor for delivery of offsite storage to alternate site using procedure in appendix B. 



3. Contact Records Team using notification procedures in appendix C.



4. Report to Alternate Site as identified in appendix D. Notify BCP Team Leader of your arrival and arrival of team members.



5. Unpack storage boxes and recovery procedures and deliver to groups as needed.



6. Communicate recovery status to BCP Team Leader to update recovery timeline.



7. Escalate issues to BCP Team Leader. 



8. Identify additional resource needs (administrative and technical support) and escalate to the BCP Team Leader for resolution.



9. Establish schedule for Records  team 7x24 as needed



10. Identify Records team members to Team Leader for food, travel, accommodation and expense needs.



11. Participate in team to return operations to Primary site when available. 



Emergency Response Team/Critical Function Recovery Team/Site Recovery
Action
Comments (log time etc.)
Check when done

1. Receive Communication on Disaster Declaration for XXXXXXX Site.



2. Contact additional Recovery Team members as requested using notification procedures in appendix C.



3. Report to Alternate Site as identified in Appendix D. Notify Critical Function Team Leader of your arrival and arrival of your team members.



4. Execute the recovery procedures for your critical functions in priority sequence.



5. Communicate recovery status to Critical Function Team Leader to update recovery timeline.



6. Escalate issues through Critical Function team Leader. 



7. Identify additional resource needs (hardware, telephones, copy machines, office supplies, computer software etc.) and escalate to the Critical Function Team Leader for resolution.



8. Identify additional human resources needs (administrative and technical support) and escalate to the Critical Function Team Leader for resolution.



9. Establish schedule for recovery team 7 x 24 for duration of recovery effort as needed.



10. Identify Recovery Team members to Critical Function Team Leader for food, travel, accommodation and expense needs.



11. After completion of critical function recovery, identify requirements to return to normal operations.



12. Participate in team to return operations to Primary site when available. 



Emergency Response Team/Facilities Team - Site Recovery
Action
Comments (log time etc.)
Check when done

1. Receive Communication on Disaster Declarationxe "Disaster Declaration" for XXXXXXX Site.



2. Report to XXXXXXX Site and with Properties, Systems Facilities and Insurance Representative perform complete damage assessment.



3. Identify equipment and facility damage. 



4. Communicate primary site status to Command Center and estimate of repair time.



5. Prepare list of equipment needs(hardware, software, office supplies etc.) to be replaced and provide to Command Cente for approval.



6. Work with Properties to contract for clean-up and repair of facility.



7. Work with Finance, Properties to order replacement equipment and supplies.



8. Oversee and validate Facility repair to completion.



9. Validate replacement equipment is installed and test.



10. Participate in project to return Operations to primary site and resume normal operations.



Recovery Plan for Loss of Business Applications

#NOTE This scenario assumes that your facility is available to you but applications upon which you are dependent are not available to you######
If a disaster has been declared, the following steps will be taken by the appropriate Teams:

1. Business Contingency Planner is notified that a disaster has occurred which will impact all sites from connecting to business applications.

2. Business Contingency Planner notifies Management Team of the disaster declaration.

3. Management Team Members notify XXXXXX  Response Team that a disaster has been declared.

4. Management Team to report to Command Center locations.  

5. Management Team identifies impact to critical business functions

6. Identified Critical Function Response Teams begin manual or alternate application recovery.

7. When application is returned, recovery procedures to update application to current status are executed.

8. Client Management Team Leader provide statement for all employees to use when talking to customers or clients.

Command Center Locations:

Management  Command Center - (list functions) 


Primary Command Center



xxx-xxx-xxxx
Primary


Secondary Command Center



xxx-xxx-xxxx
Secondary


Tertiary Command Center



xxx-xxx-xxxx
Tertiary

Critical Function(s) Command Center - (list functions) 


Primary Command Center


xxx-xxx-xxxx
Primary


Secondary Command Center


xxx-xxx-xxxx   Secondary


Tertiary Command Center


xxx-xxx-xxxx
Tertiary

The Command Centers will become the focal point for management of the recovery process. Video conference rooms have been specifically established as Command Centers to facilitate the coordination of recovery efforts and communication from multiple locations. 

Plan Activation Checklist

Action
By whom
Comments
Check when done

1. Receive Communication on emergency situation
Emergency Mgmt Team Leader
log time


2. Contact The company Company Management Team and BCP Response Team Leader
Emergency Mgmt Team Leader
log time


3. Determine which functions are impacted by outage
Emergency Mgmt Team Leader & Mgmt Team 



4. Estimate Length of Outage
Emergency Mgmt Team Leader & Mgmt Team 
Length of outage
< 1 Hour

> 1 Hour - ,< 2 hours

> 2 hours, <12 hours

>12 hours, < 24 hours

>24 hours, <48 hours

>48 hours

Unknown


5. Estimate Business Risk
Emergency Mgmt Team Leader & Mgmt Team 



6. Make Decision.  If no declaration then return to normal operations and inform team alert is over.  If decision is to declare, proceed to step 8.
Emergency Mgmt Team Leader



7. Declare Disaster, notify Executive Team immediately and declare disaster
Emergency Mgmt Team Leader & Mgmt Team 
Log time


8. Notify Emergency Response Team Leader identified in Emergency Notification List using procedure in Appendix C
 Mgmt Team LEADER
Log time


9. Activate Command Centers
Emergency Mgmt Team Leader
Log time


10. Report to Management Command Center
Emergency Mgmt Team Leader,  Mgmt Team
Log time


Plan Activation

Emergency Alert

In the event that a situation or disaster occurs at a The company Data Center, The company Security would contact Corporate Contingency Planning.  Corporate Contingency Planning contacts the impacted Business Contingency Planners. Business Contingency Planner is responsible for contacting the Management Team and assessing the emergency situation. An Alert will be sent to all Recovery Team members.  A conference bridge may be set up by the BCP Response Team Leader during the damage assessment phase for team members to contact for status of the alert.

Impact Assessmentxe "Disaster Assessment"  

During the impact assessment phase, the Management Team will identify specifically who and what has been affected by the disaster. The Team Leaders will evaluate the event that has occurred and determine what recovery teams will be required to respond to the situation. The decision to activate the disaster recovery plan for the affected areas may be made at this point or after notification and review with the Executive Team.

As part of the impact assessment process, the risk assessment to the business will be evaluated. If after assessment it is determined that activation of the recovery plan is required, notification to the Executive Team will be made.

Notificationxe "Employee Communications" Procedures

Once the disaster has been declared and the decision has been made to activate the Business Resumption Plan, the Emergency Management Team will notify the BCP Response Team Leader. The BCP Response Team Leader will send another page to the Response Team to contact the conference bridge.  Initial instructions to the Response Team will be sent through the conference bridge. It is the responsibility of the Response Team Leaders to coordinate appropriate notification procedures using the The company XXXXXXX Company Emergency Notification List. Initially, only employees that are part of the identified recovery teams will be contacted.  

The Notification Script which is located in appendix C should be used when contacting team members particularly in the event of catastrophic circumstances. The nature and scope of the disaster may not be clearly defined at the time the decision to implement disaster recovery is made. It is important not to cause unnecessary panic among the families of team members. For this reason, as well as to prevent disclosure of the nature and scope of the problem to those outside of The company, it is imperative that information about the disaster be communicated to the team member only. If the team member is not home, leave a message for him/her to call the phone number at the command center and do not provide any further details.  

Command Center Activation

Once a disaster has been declared, the Command Centers will be activated. The Recovery Emergency Management Team Leader will instruct the management teams from each location to report to the Command Center.  The Command Center will be equipped with a copy of the plan document and other resources which may be needed in the event of a disaster. It is the Recovery Team Leader’s responsibility to make certain that the Command Center is equipped properly and to coordinate any additional resources as needed.

Command Center Locations:

Management Command Center 


Primary Command Center



xxx-xxx-xxxx
Primary


Secondary Command Center



xxx-xxx-xxxx
Secondary


Tertiary Command Center



xxx-xxx-xxxx
Tertiary

Critical Function Command Center 


Primary Command Center


xxx-xxx-xxxx
Primary


Secondary Command Center


xxx-xxx-xxxx   Secondary


Tertiary Command Center


xxx-xxx-xxxx
Tertiary

The Command Centers will become the focal point for management of the recovery process. Video conference rooms have been specifically established as Command Centers to facilitate the coordination of recovery efforts and communication from multiple locations. 

Sample Appendices

The following pages contain common procedures or information which is referred to in the document.

Appendix A

 Disaster Declaration Procedures

The following individuals, in the order shown, are authorized to declare a disaster for The company XXXXXXX Company

To declare a disaster, execute the following procedures:

#######Insert procedures for declaring a disaster including contacts for alternate site declaration.  Any passwords should be distributed to authorized members seperately.#####
Appendix B 

 Offiste Procedures

Handling of Offsite Recovery Media

In the event of a declared disaster, certain individuals have the authorization to coordinate with the designated offsite vendor. Authorized individuals only will be allowed to release the data from the offsite storage location.  For a current list of authorized individuals, contact the Offsite Storage Team Leader.  The offsite vendor will require a password for delivery of the offsite media. Passwords will be provided to those team members who are authorized to retrieve data.

The Offsite Vendor will work with one of the authorized employees to expedite the tape media to the Alternate Site. Management will continually be updated while shipment is in transit to Alternate Site.

Contact names for Offsite Storage Vendor are as follows in the order necessary: VENDOR NAME/ADDRESS/PHONE NUMBER/


Name




Phone no.

Beeper no. 

1. Name 




XXX-XXX-XXXX 
XXX-XXX-XXXX

2.  Name




XXX-XXX-XXXX
XXX-XXX-XXXX

Appendix C 

Call-Notification Script

This procedure is to be used by all The company XXXXXXXX Company employees when contacting other employees at home to notify them of the occurrence of a disaster. The purpose of this procedure is to standardize the information given to employees regarding a disaster and to prevent disclosure of information regarding the disaster to anyone outside of The company.  Anyone making phone calls as a result of a disaster should also be cognizant of the fact that it is possible that the employee was at the site of the disaster when it occurred. Using this script will prevent unnecessary panic for the family members of the employee.

1. Contacting via direct phone contact

Hello, may I speak with _________________________________________ please?
If employee is not home, state the following:

· When he/she returns, would you ask them to please contact me immediately at the following number (command center, conference bridge or location where you will be)

If employee is at home, explain the following:

· Give the employee a brief description of the situation that has occurred and what it has impacted and estimate of the length of outage, if known .

· Tell the employee where to report and when and how long they should expect to stay.

· Remind them to bring any recovery procedures with them.

· If travel arrangements have been made for the employee, inform them of what they are. 

· If travel arrangements are to be made by the employee, inform them of where and when they are expected and verify they have the information to make the arrangements.

· If employee is to remain at home, inform them that they are to remain on Call-and prepared to report to work.

· Remind the employee that they are not to speak to anyone regarding the situation.

1. Contacting through Beeper Page

Alpha Pagers - Send message through WINBEEP software to RESPONSE team 

ALERT MESSAGE - DISASTER ALERT contact xxx-xxx-xxxx access code xxxxxx immediately

DECLARE MESSAGE - DISASTER DECLARED contact xxx-xxx-xxxx access code xxxxxx immediately.
* xxx-xxx-xxxx is equal to the conference bridge number xxxxxx is equal to the access code for the conference bridge
Numeric Pagers - Send bridge number and access code

When employee contacts bridge, provide the same information as listed above for direct phone contact.

Appendix D

 Recovery Locations and Travel Directions

Alternate Sites

SITE XXXXXXXXXXXXX

Critical Function
Alternate Site

























SITE XXXXXXXXXXX
Critical Function
Alternate Site

























#####NOTE - Provide directions to all alternate sites##### Include address and phone number of site.  Include Maps and Floor Plans.

Appendix E 

 Hotels

The company preferred hotels.



RACK
CORP
THE COMPANY
ATLANTA
JW MARRIOTT-BUCKHEAD

180
139
120 *
WESTIN-DOWNTOWN

185
165
  99

AUSTIN
OMNI HOTEL

135
125
  95 CB
BOSTON
RITZ-CARLTON
1/1-3/31
280-360
255
130 *

4/1-6/30
280-360
255
140 *

7/1-9/1
280-360
255
135 *

9/2-12/14
280-360
255
145 *

12/15-12/31
280-360
255
135 *
WESTIN-COPLEY PLACE
1/1-3/31
195
195
125 CB *

4/1-10/31
200
200
135 CB *

11/1-12/31
200
200
125 CB *
BOSTONIAN HOTEL
1/1-3/31
255
215
135


4/1-7/14
255
215
150


7/15-9/5
255
215
135


9/6-11/15
255
215
150


11/16-12/31
255
215
135

COLONNADE HOTEL

205
185
115 CB *
ELIOT HOTEL

165-185
145
125

CHICAGO
RITZ-CARLTON-DOWNTOWN 

275
255
140

WESTIN-DOWNTOWN  

170
170
100 B
WESTIN-OHARE AIRPORT

170
170
100 B
CINCINNATI-DOWNTOWN
THE CINCINNATIAN

185
150
109

HYATT-REGENCY

175
145
  95

CINCINNATI-BLUE ASH
GUEST QUARTERS

125
  96
  79

EMBASSY SUITES

119
  99
  82 B
CINCINNATI-COVINGTON
EMBASSY SUITES RIVER CENTER

129
119
  99 B
COMMONWEALTH HILTON

119
  99
  76

DALLAS-LAS COLINAS
OMNI MANDALAY

160
140
119 *
CROWN STERLING SUITES

149
133
  92 B
FOUR SEASONS RESORT & CLUB

195
189
146

 B = Breakfast Included   CB = Continental Breakfast Included   * = Complimentary Ride to Local Office



RACK
CORP
THE COMPANY
HOUSTON
OMNI HOTEL-GALLERIA

170
150
104 

FOUR SEASONS HOTEL-DOWNTOWN

195
180
126 *
LOS ANGELES
JW MARRIOTT-CENTURY CITY

250-270
195-205
150 *
WESTWOOD MARQUIS

250
200
115

HILTON LAX-AIRPORT

189
139
  89 CB
NEW YORK-MIDTOWN
RITZ-CARLTON

260
245
195 * TO
PARKER MERIDIEN

240
225
180 * WALL
OMNI BERKSHIRE

258
238
160 * ST
NEW YORK-FINANCIAL DISTRICT
THE MILLENIUM

255
255
195 *
MARRIOTT FINANCIAL

255
235
199

PHILADELPHIA
HOTEL ATOP THE BELLEVUE

210
175
135 *
SAN DIEGO
HYATT-REGENCY - LA JOLLA

160
145
119

SAN FRANCISCO
RITZ-CARLTON

305
235
155 *
SALT LAKE CITY
RED LION
MAIN BLDG
120
110
  81


EXEC LEVEL
135
135
112 CB
INN AT TEMPLE SQUARE
STANDARD
  95
  85
  75 B

SUPERIOR
105
  99
  85 B

DELUXE
122
109
  95 B
SEAT & TLE
WESTIN-DOWNTOWN

165
165
112 B
HYATT-REGENCY - BELLEVUE

150
135
104

WASHINGTON, DC
STOUFFER MAYFLOWER

240-280
228
175

CAPITOL HILTON

250
230
170 CB
 B = Breakfast Included   CB = Continental Breakfast Included   * = Complimentary Ride to Local Office

***BOOKING HOTELS*** *** BOOKING HOTELS***

Please Call-the The company/American Express Travel office to make reservations AT THE ABOVE SPECIAL RATES:  617-367-1101 / 8-367-1101 / 800-356-2372

 *** COMPANY CONDOS ***
(Company Business Only)
DALLAS:


9 UNITS, 2 BEDROOM/2 BATH. 

RESERVATIONS: BRENDA MATHEWS (214) 830-7014 / 8-440-7014

SALT LAKE CITY: 

12 UNITS, FULLY EQUIPPED, SHORT OR LONG TERM.



RESERVATIONS: BEVERLY STATS (801) 534-3143 / 8-520-3143

MELROSE (BOSTON AREA): 28 UNITS, FULLY EQUIPPED; ALSO AVAILABLE FOR SMALL 




      OFF-SITE MEETINGS.

RESERVATIONS: MARYANNE DUFFY 617-979-0088

**COMPANY CONDOS MAY ALSO BE BOOKED THROUGH 

AMERICAN EXPRESS TRAVEL AT THE ABOVE NUMBERS**

Other Hotels
North Bergen Area

Embassy Suites 455 Plaza Drive, Secaucus, New Jersey 201-864-7300

Sheraton Meadowlands Two Meadowlands Plaza East Rutherford, New Jersey 201-896-0500 or 800-325-3535

Holiday Inn Harmon Meadow 300 Plaza Drive Secaucus New Jersey 201-348-2000 or 800-222-2676

Plaza Suite Hotel 350 Route 3 West and Mill Creek Drive Secaucus New Jersey 201-863-8700 or 800-624-8631

Hampton Inn 250 Harmon Meadow Blvd. Secaucus New Jersey 210-867-4400

Meadowlands Hilton Two Harmon Plaza Secaucus, New Jersey 201-348-6900 or 800-445-8667

Waltham Area

Best Western 420 Totten Pod Road, Waltham, MA 617-890-0040

Best Western TLC 477 Totten Pond Road, Waltham , MA 617-890-0040

Guest Quarters 550 Winter Street, Waltham, MA 617-890-6767

Susse Chalet 385 Winter Street, Waltham MA 617-890-2800

Quality Inn 455 Totten Pond Road, Waltham MA 617-890-3000

Vista Third Ave, Waltham MA 617-290-5600

Grand Prairie Area

Hawthorne Suites 2401 Brookhollow Plaza Drive, I-30 and SH 360, Arlington, TX 817-640-1188

Arlington Marriot 1500 Convention Center Drive, Arlington TX 817-261-8200

LaQuinta Inns 825 N Watson Road HWY 360 and Six Flags Drive, Arlington TX 817-640-7080

Holiday Inn Great Southwest 1507 N Watson Road, 360 and Brown Blvd, Arlington TX 817-640-7712

The Courtyard by Marriot 1500 Pennant Drive, Arlington, TX 817-277-2774

Quality Inn Suites 1607 N. Watson Road at Brown Blvd., Arlington, VA 817-640-4444

Arlington Hilton 2401 E. Lamar Blvd, Arlington, TX 817-640-3322

Great Southwest Inn Best Western 3501 E. Division, Arlington, TX 817-640-7722

Radisson Suite Hotel  700 Avenue H east, Arlington, TX 817-640-0440 

Appendix F 

 Caterers

######NOTE Add list of approved caterers for your location and location of your recovery sites/ Delete any unnecesaary ones####

Boston Area
Sebastians (The company’s own service) 7AM to 7PM weekdays, On  call-24 hours a day   Call - 617-439-5642  FAX 617-439-5210 Contact Julie Flechaus

Spinneli’s 617-567-4499 FAX 617-567-5580 Contact Rita Roberto

Boston Chicken 24 hour notice for 50 or more  Call 617-247-7444  FAX 617-247-1330  Contact Roy Leshem

Joyce Chen -  Call 617-825-3688 FAX 617-742-2436  Contact Maureen Daury Corcoran 617-721-1331

Pizzapad Plus - 10AM to 3AM 7 days 6-8 hours notice on large orders requested  Call 617-536-0559 FAX 617-536-4402 Contact Bob or Woody Bakst

Milk Street Cafe 7am to 5:30 PM weekdays  Call 617--542-3663 FAX 617-451-5329  Contact Ken Pritzker

Rebeccas Cafe  Call 617-227-0020  FAX 617-523-2496  Contact Jennifer Moccia

Siennas 2 hour notice on 30 or more  Call 617--426-6665  FAX 617-426-2739  Contact Sean Naghibi

Cafe Au Lait  Call 617-742-3434 FAX 617-742-4294 Contact  Jim Zambrano

Hungry Traveler  Call 617-742-1894 FAX 617-742-3663 Contact Jack Golden

Souper Salad -  Call 617-357-9393 FAX 617-357-8456 (Federal Street) Contact Kevin Allardi, 617-426-6834 FAX -617-350-6586 (Summer Street) Contact Mary Guinan

How to order

Call the caterer you have chosen and provide your full name, external telephone number and the cost center along with your order and delivery instructions

When order is received, sign the delivery ticket.  Cost and gratuities are included and accounts payable will receive a monthly statement from each vendor.

Dallas Area

Corporate Caterers 214-484-5533

Monteleones  Ask for Jerry Cooper 214-717-1117

Call the caterer you have chosen and provide your full name, external telephone number and the cost center along with your order and delivery instructions

When order is received, sign the delivery ticket.  Cost and gratuities are included and accounts payable will receive a monthly statement from each vendor.

Waltham Area

Cafe Abuzzi  Call 617-964-7260 Ask for Pam
Sebastians (The company’s own service) 7AM to 7PM weekdays, On  call-24 hours a day   Call - 617-439-5642  FAX 617-439-5210 Contact Julie Flechaus

Appendix G

 Food Request

Recovery Location : ________________________________________________________________

Number of individuals: ______________________________________________________________

Meals:


____Breakfast

____Lunch

____Dinner

____Snack

Time:
____________

____________

____________

___________

Number of days required _____________

Any Individuals with Special Dietary requirements?
____Yes

____No 

If yes, what are they? ____________________________________________________________________

Any special requests?____________________________________________________________________

_____________________________________________________________________________________

_____________________________________________________________________________________

_____________________________________________________________________________________

Requested By ______________________________________

Appendix H 

Travel and Accommodations Request Form

Employee Name
Recovery Location
Travelxe "Travel Accommodations" to/from
Date of travelxe "Travel Accommodations"
Hotel 

Y/N
# of nights
The company

Credit Card Y/N
Cost Centerxe "Cost Center"













































































































Requested by __________________________________________________________    Date ___________________________

Appendix I
 Critical Function Recovery order of priority 

####List Critical Functions by site  in order of priority##### 

Site 1
Function
Priority of recovery











































Site 2
Function
Priority of recovery











































Appendix J
Internal Business Systems Priority

Site 1
Application
Platform (PC, LAN, Risk 6000, etc)
Priority of recovery

































Site 2
Application
Platform (PC, LAN, Risk 6000, etc)
Priority of recovery

































 Appendix K
 Updating the Corporate Contingency Information Line

To update the contingency information line, the client relationship group will contact Corporate Contingency Planning as listed in the Emergency Notificationxe "Employee Communications" Listxe "Emergency Notification List" with the updated information as required. The Corporate Contingency Planning group will perform the updates.  Once completed, the client relationship group will verify the update is complete and accurate. 

The information to be updated to this line is general information regarding the status of the recovery process and information for employees on when and where to report.

Please note that the contingency information line is an unrestricted 1-800 number and as such could be accessed by individuals outside The company.  This line is to be used for communications to employees concerning when they will be needed to report to work, not for detailed updates on the recovery effort.

Appendix L

 Problem Reporting/Change Management Procedure

#####Document how you want to manage this process during the recovery######
 Appendix M

 Purchase Requisition
Today’s Date

     /     /
Disaster Recovery Purchase Requisition                              Requisition Number

Date Required

     /     /
Requisitioner name
Telephone Number
Recovery Location
Suggested Vendor

Name and Address

Telephone and contact



QTY
Description
Estimated Price


Actual

Price
Proposed Delivery

Date
General Ledger Account

Co.      Account No    Cost Centerxe "Cost Center"




























Shipping Instructions

_____________________________________________________________

_____________________________________________________________

_____________________________________________________________

_____________________________________________________________

Contact Name/ Mailzone/Phone Number


Approvals                                                                                         Date

____________________________________________________       /      /      

____________________________________________________       /      /

____________________________________________________       /      /

____________________________________________________       /      /




Appendix N 

Cash Advance Form

Employee Name
Employee Date of Birth
Soc. Security #



Address

The company Company





Telephone #



Brief Description of Circumstances under which Cashxe "Cash Advances" Advance is requested











____________________________________

________________________

Signature of Employee





Date

____________________________________

________________________

Signature of Employee Manager




Date





Appendix O

 Contractor/Temporary Reassignment Staffing Form





Requisition Number:   


The company XXXXXXX Company  Disaster Recovery

Contractor/Temporary Reassignment Staffing Requisition 

Company:
Division:  


Cost Centerxe "Cost Center":
Cost Center Manager:


Phone Number:
Mailzone:


Duration of REQ:

REQ End Date:

Position Title:

Target Rate:


SECTION A
COMPLETE THIS SECTION FOR ALL  REQUESTS

Project Name:_Disaster Recovery

Clientxe "Client Communications" Company:The company Investments
Project Sponsor:The company Systems

Start Date:
Projected End Date:


What are required skills?

What hours will the employee work?


What location will the employee work at ?


 FAX -TO COMMAND CENTER FOR APPROVALS:


MANAGER

Date



DIVISION HEAD AND/OR CO. PRESIDENT

Date



FINANCE

Date



Sr. V.P Dev/Ops

Date



CFO

Date



PRESIDENT

Date



NAME:



SS#:



SUPPLIER:



TITLE:



HOURLY RATE:



HOURS/WEEK:



ACTUAL START DATE:



END DATE (REQ END DATE  or START DATE + DURATION):



STATUS  (EXEMPT/NON-EXEMPT):


Appendix P 

Injury Report Form

Employee Name
Employee Date of Birth
Soc. Security #



Address

The company Company





Telephone #



Location at time of injury
Date of Injuryxe "Employee Injuries"
month

day

year


__

__

Time Of Injuryxe "Employee Injuries"


Name of individual making report

Injuredxe "Employee Injuries" employee?


¨  Yes

¨  No

Other: ______________________


Was Employee taken to hospital?


¨  Yes

¨  No

Name of Hospital


Nature of injury



Brief Description of Circumstances under which injury occurred:











____________________________________

________________________

Signature of Employee or individual making report






Appendix Q 

 Conference Bridges 

To establish a conference bridge

ATT Conference Bridge -  Call 1-800-232-1234. An AT&T operator will come on and ask you for the information. There are two types of conference bridges, the type we want to use is called a meet me conference bridge where you will be given an 800 number for all the participants to call and a live operator answers the phone and asks the caller for the bridge they want and the associated access number. The caller will then be bridged into the conference. The conference bridge can support from 3 to 90 simultaneous parties. People can call in and drop out of the call as needed. The conference bridge needs to be billed to your external The company number.

Intercall Conference Bridge -   The phone number to make a reservation for Intercall is 1-800-374-2441.  If you have never used Intercall before, you will need to tell the reservationist that you are a new user and would like to set up a new profile.  The reservationist will ask you for a billing address  and to who’s attention the billed should be sent.  Once the account is set up, you give the date and time of the call, how long you expect the call to last and the approximate number of participates.  Intercall can accommodate up to 400 participants during a call.  Participants may connect into the call at any time.  The phone number for connecting to a Intercall conference is 1-800-706-9119.

Appendix R

 Inbound 800 Service

####List all inbound 800 service that comes into each site and where the calls should be directed to in the event that site is not available.#######

SITE 1
Inbound 800 Service
Redirect service to the following


































SITE 2
Inbound 800 Service
Redirect service to the following


































Critical Adminstrative Phones

List all critical admisitrative phones (executives, numbers customers may call etc)

Site 1
Telephone Number
Redirect service to the following (phone number, voice mail, etc)


































Site 2
Telephone Number
Redirect service to the following (phone number, voice mail, etc)
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