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1. INTRODUCTION

Business continuity prograsnsimilar to other enterprisesk managemenprocesses, are most effective when
grounded in generalkaccepted standards and built according to th&i A y Gofecti@s. Business objectives and
GLINR @Sy ¢ aibl yREFENRa& (tBaBaf8dsHots iddililRyNivd viabilitfoza deyftiRuityipkograim This
white paper explores a newmternationalcode of practicgdand its associated spéication documeny), the British
StandardinstitutA 2 Wrifish Standard (B 25999, viewed by a growing body of practitioners asmpletedescription
of amature, repeatable and actionable business continuitgnagemenprogram. In addition toproviding
implementaion details for the standardhis document coveshow to use B25999 toobtain executive support
create a business continuity prograamd/or increase the maturitpf an existingprogram.

BS 25999 provides a basis for understanding, developing andnraptang business continuity within an organization,
integrates risk management disciplines and processes with business conéindifyrovides confidence in businetss

business and business-customer dealingsBS25999 is written in two parts. Part the Code of Practic®utlinesthe

a i | y RovekiRdbjactives, guidance and recommendations. Pati€Specification, details thactivities that

should be completed in order to mebusiness continuitpbjectiveswithin the context of an organiz&iy sK&

management philosophyt  NIi # A& RSaA3IySR (2 0S5 a4l dzRAiéduitein&isalfe Y S| y A
included in the Specification.

Background: From Business Continuity Plannin@t®usiness Continuity Management System

Businessantinuity is a rapidly maturing discipline that has moved from the realm of IT sgstmavery to holistic

business recovery and resiliency. With these changgesiness continuityelatedterminology also matured. A few

years agpbusiness continuity lanning (BCP) was the latest term to articulate the growing role continuityegliay

protectingcritical business processes frofailure. As this practicgrew and established itself as a key risk

management disciplingg movement towardstandardizatioroccurred similar to thequality initiativestandardization

experienced inthd9pn Qa @ EsiistemsthiNKB e (icll 88 quality systemisiis beerapplied to business

continuity, resulting in a new term: Business Continuity Management

System (BCMSWhile BCMS sounds like some new class of pric

business continuitg 2 TG 6+ NS X kefe@ fo aprégiaththat. / a {

encompasses the development and managenwfpoliciesand

_ _ a8 proceduresi 2 LINR (G SOG | pgople, NiEcesges antl suppdrih@ &
USRI SRR  (ochnology. BS 2599%oposes andvaluates business continuity based

within an organizatiorX € on this collection of processes and resourceeferred to asholistic

systems thinking

g, developing and

Support Grows for BS 25998ternationally

Prior toformal publication, nost draft BritishQandards draw an average 0250 download. BS 25994 (the Code of
Practice) however,loggedsome 5,000 downloadswenty times more than normalThisextraordinarynumber of
downloadsdemonstrates how important this issue is tdasge number of organizions. Additionally, since the release
of BS 25992 (the Specification) in November 2007, over 4,000 copies have been purchasgtier important
consideration is thatwo of the largest American insuranbeokeragesAon Corporation and Marsh Ingarticipated

on the drafting committee.This interest and participatiois very unique and ian early indication that the standard
and certification will have strong suppdrbom the U.S insurance industrylt isabenefit to insurance provider$ ihey
can persuade their customers tdevelop and maintaim strong, viableBCMSbusiness interruptiorrelated risk
decreass, thereby decreasing claim payments

As you read this whitpaper, t will be helpful to refer to both parts of BS 259980u can prchase your own copy of
BS25999 parts 1 and 2 from tH&SI Globalebsite (vww.bsiglobal.con).




2. ACHIEVING PROGRAMEIRBILITBY CHOOSING THE RTGSTANDARBOR YOUR
ORGANIZATION

2.1. HOW TO CHOOSE THESBESTANDARD FOR YOQRGANIZATION

Directors of busines continuity often cite standards as evidence that they are performing (or need to perform) key
activities. However, the most important aspeof effectively using standardas a benchmark is choosing ttight
standard The following questions camelpan organizatiorevaluae the variousstandardgo find the best fit

1. Is the standardnternational in nature providing a framework agreeable to organizations and bodies
regardless of geograpRy

2. Does the standard provide a concise and complete framewnrtlining not only businessontinuity but also
riskanalysis andhnitigation activities?

3. Does the standard reflect managem&mwapproach regarding risk management?

4. s the standardyrounded in business terminologgot business continuity ternts

5. Does thestandardinstill management confidence by describikey components of an internationally
accepted business continuity management system, as well as how to aéleigvisk managemertbjective®

6. Does the standarfbcuson programdevelopmentJongterm programmanagement anccontinuous
improvement®

2.2.HOWBS25999 ANSWERTHESE QUESTIONS

BS25999 providesn organization with guidance and detailscessaryo build and improveits BCMS Read the
following statementsto determineif BS25999 is theight chotefor your organization.

1. BS 25999 is an internationathgcepted standard, developed by the world's leading internatisteddards,
testing, registration and certification organization

2. A standard is often needed to help focaprogramon key activiies designed to increase respoveness
resiliencyand recoverability. BS 259@®ovides astraightforwardframework andspecificatiorto follow and
focusesattention on the most criticabusiness activitiesWhen developing ausinessontinuity program, it
is essential to know the differences between a business continuity management systenbasitiess
continuity plan. Businesgontinuity plans by definition are documentgocusng solely on the recovery from
an interruption, leaving the residuakks of an interruptionoccurringunmitigated. BS 25999 outlines a
system toaddressandreducethe risk of an interruption occurringas well agespondto the risks that occur
following an interruption.

3. An organizatiorshouldselect a standarthat reflectsthe entity@ current approach tagisk management. The
standardshould begeared to achieve risk managemdntassessingritical activities and objectiveslf these
objectivesR2 y 20 Ff A3y 6AGK (KS ZNEodfythestaddarawi @éakehthdlINE I OK X
systemstructured {AYAfFNI&@Z AF STFF2NILa FNB YIRS (G2 Y2RATe@
match the standardthe organization may resist changiitg culture.

4. Although the use of terminology is inevitable, xf 4 A S dzaS 2F | ONRy&yYa | yR aGRI
avoided; instead, any terms used should be descriptive and require very little explarRéfarence section 3
of the Specificatiorto further understand the basic terminology used by BS 25999
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5. Standards can be confusing, as many are
generalized angrovide onlyhigh-level
explanatiors regarding outcomesBS 2599%as
developed in two parts, th€ode ofPractice and
the oecification to make the standard easier to
understand andmplement Part2, the
Secification sets out minimunobjective
requirements for an effectiv8CMSand
provides a framework for its implementation,
management and continuous improvemetitis
written in such a way to enable compliance
measurementPart 1 of the standardutlines a
ogood practicé, movesbeyond theminimum
requirementsand discusses risk management
opportunities and methods of meeting business
objectives

W10 THE ORGay,, r
wh 043

&

Understanding
the
Organization

tnddl BCM Program Determining
& Reviewing Management BCM Strategy

Developing &
Implementing a
BCM Response

6. BS 25999 outlines BCMS$ontinuous lifecycle Figure 1

approach to improvementdefining the system as
a living and continuosly evolving programHgure 1 depicts this lifecycle.

3. USINGTHESTANDARD TGUILDYOUR ROGRAM

BS 2599%escribegibig picture process expectation(theCode ofPractice), as well agetailson how to meet the
expectatiors (theSecfication). By following this framework and the activities within each agebhusiness continuity
professionatan build aBCMShat aligrswith BS 25999 This section of the white papegrovides detail on various
approaches to achieve BS 25999 compkanchis overview can providebusiness continuity professionaith a basic
understanding of the BS 259@8ntent, however, the standardshould be reado fully understand specific
requirements.

3.1. AN OVERVIEW OF BS92%

The BR5999Fecificationis orgarizedinto four main phasesPlanninghe BCMSImplementing andOperating the
BCMS$ Monitoring and Reviewing the BCMS and Maintaining and Improving the B@kt8n eachphase key
activitiesare noted tocarry out the implementation ofthe standard Each of these keyactivitiesislisted below.

PLANNING@HE BCMS

a. Program Requirements identifying the scopeand objectives of the BCMtaking into account the
2NBFYAT FGA2YyQa kéyprbdudishmsdbvicesiskaok@ncdagiaiyXegulatoy,
contractual or stakeholder obligations

b. BCM Policy, documenting management commitment to the BCEI®I the identifiedobjectives and
scope, settig out required review intervaland communicating the policy to all company employees

c. Provision of Resowresand Competency of Personnelallocating sufficient resources to implement,
overseeand maintain the BCMS, including training requiredhizrease and continuthe competence of
assignedesources

d. Embedding BCM establishing ongoing awareness and rsfeecift training to ensure all employees
understand the BCMS policy and objectitey R G KSANJ N2t S Ay | OKAS@Ay3

e. Documentation and Recordsdevelopngthe processes to manage the documentation and records
created as a pawf the BCMSo ensure completeness, availability, currency and security

o
R
w»
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IMPLEMENTING AND ORATING THE BCMS

a. Business Impact Analysisdetermining the impact of &hreat-independent)disruptionof critical
organizationahctivitiesin order to assignacovery objectives

b. Risk Assessmentunderstanding the threats and vulnerabilitigsi KS 2 NBF yAT I (A 2apdQa ONR
supporting resources

c. Determining Choiceg identifyingrisk treatmentsto mitigate risk by reducing the likelihood of an
interruption, limiting its timeframeor reducing its impact

d. Determining Business Continuitgtrategy¢ defining how the organization wilespond to and recover
from disruptionsincluding relationships with key internal and external stakeholders

e. Incident Respore Structureg identifying personneldeveloping plans and alloéag resources to respond
to incidents, trigger an appropriate business continuity respaarsg communicate with stakeholders

f.  Business Continuity and Incidemianagement Plang documentinghow the organization will manage an
incident and recover or maintain activities to a predetermined level

g. Exercising; validatingthat plans and arrangementseet business requirementandgenerating action
items toimprove andupdate plans

h. Maintaining andReviewing BCM Arrangementsreviewing and revisng BCMarrangementsat defined
intervalsto ensurecontinuingsuitabilty, adequacy and effectiveness

not a European standard which

GLG Aa AYLRNES y — o \-3
25999 is an international stagtard, ‘ ' ‘

Ad I 02YY2Yy YA

MONITORING AND REWBENGTHE BCMS

a. Internal Audit¢ ensuring that the organization condudtglependent reviewsof the BCMS at planned
intervalsto determine whethelit conforms to planned arrangements, has been properly implemented and
maintained and meets theorgah i | GA 2y Q& LRt A0Oe IyR 262S50i0A0Sa

b. Management Reviewk NEB GA S6Ay 3 (KS 2atNHhngdhtbriaista éhguee Zontinding {
suitabiity, adequacy and effectiveness

MAINTAINING AND IMRRRVING THE BCMS

a. Preventive and Corrective Actionsimproving the BCMS through the application oéyentive and
corrective actions

b. Continual Improvement; continually improving the effectiveness of the BCMS through the review of
policy and objectives, audit results, analysis of monitored events, preventive and corractimesand
management review

After reading and fully understanding{ H prandigeats,the business continuity professionstiould determine
the processiecessaryo meet the standard. With that said, every organization is different, in its size of operations,
physical distribution of facilities and culture. The next section dissube implementatiorprocessesuccessfully
usedworldwide. Notice that the section is divided into the sarfoair sections as section 3.1.
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3.2. PLANNINGIHE BCMS
3.2.1. PROGRAM REQUIREMENTS

The firststep indeveloping a BCMSigentifying scope and objectives,jtah y 3 Ay (2 | O02dzyi GKS 2 N&E
objectives, key products and services, risk tolerance, and any regulatory, contractual or stakeholder ohligations

best understand these factorene large manufacturing organization formedtaeringcommittee, including the ©O,

CIO, CFO, and key product area subject matter exgertaeet and discuss these factors amdkekey dedsions

regarding the BCMS. Establishingt@eringcommittee not only providebusinesswide consensusbut also
demonstraesuppermanagementommitmentto the BCMS.

3.2.2. BCM POLICY

Once the prograf drivingfactorshave been determined
and understood, a policy should be drafted to document the G9aGlo6f A&KA ya
decisions made and goals of the BCMSausiness continuity
policy shoulcestad £ A @K FyR RSY2yadNF
commitment to a BCMS and include the organizaBion consensus, but also demonstrates
business continuity objectives and the scope of the program upper management commitment
Additionally, a more detailed BCM maniat standard G2 GKS ./ a{:
operating procedurgshould be developetb providemore
detailedd dzA R yOS Ay &adzlJLl2 NI 2F GKS 2NHIYyAT FGA2yQa ./ a{ LRfA
statement including:

not only provides busineswide

Programdefinition andscope

Analysigbusiness impact and risk assessment)
Srategy definition

Srategyimplementation

Programmanagement

=A =4 =4 -4 =4

Actionable procedurespecific requirements and firm
timelines should be documented for all regedrprogram
elements.

3.2.3. PROVISIONING RESOBBAND COMPETENCYPERSONNEL

While determining theesources necessary tmplement, operate and maintaithe BCMS$the optimal structure of the
business continuity organizatipmcluding executive responsibility for BCMS oversigfibuld be identified Some
larger organizations haw@ozensof personneldedicatedto business continuity, in groupgpecializing ifbusiness
continuity training, tool developmenand quality assurance. However, smaller organizations may ,levaost only
onefull-time personto address businessontinuity coordination Whatever structure is usedt is important to
determine what these roles witequire and ensure that sufficient resources have been allocateshablekey
activitiesto occur, includingassessment, planning and exercisitiigis alsamportant to ensure that key personnel
have the knowledge and background to perform these roR=sonnelshould be evaluatednd providgd with any
necessaryrainingto ensure effectivenesither internally or from an external source.




3.2.4. EMBEDDING BCM

All other employes, regardless of their role within the BCMS, need to receive a minimum lemémhation androle-
specific training to ensure that the organization embeds business continuity into its routine operations and
management processes. At a minimyittme training programshould communicate to all employees the importance of
meeting BCM objectives, conforming to the BCM policy and the faratbntinual improvementas well as hovthey
contribute to achievinddCM objectivesPotential training methods are hidighted in thefollowingtable (Figure?),

with a guide to their use and applicability.

Size andseographic Frequency of
. Content S Frequency of
Delivery Method Complexity Distribution of Instrudion Content
P Audience Change

Live (InPerson) Training e/l @ompiEs: Sl co-ncentrated Low High
content audiences

Web-based Live Training FIEI GEmI Smaller-dlspersed Low High
content audiences

Selike Computer B Complexcontent Large dispersecaudiences High Low

Training
. - Small concentrated :

Interactive Group Training| Complex content : Low High
audiences

Hard Copy Documentation D-etalled content that Medium to Ia(ge audience High Low

is not too complex | geography independent

Web-based Documentation D-etalled content that, Medium to Igrge dispersed High High
is not too complex audiences

Phy_smal Reminders Not complex Medium to Iafge audience High Low

(e.g., stickers and magnets geography independent
Figure2

3.2.5. DOCUMENTATION AND®ERDS

All aspects of the BCMS must be documented. The goal
is to provide clear evidence of the effective operation of do not havg tresources to
the BCMS and the organiza® y Q& A Y LIt S Y Sy i FALA2 yf g g Bl eI L CIE T

business continuity strategie€ontrols should be put in _elong a process around updatirgnd
place such as backup strategies for electronic records 0 racking changes talocuments serves as an

off-site storage for physical record® protect the eﬁ?Ct'Ye solution, th(_JUQh It req_uwgs stnc"c
records themselvess well ago provide version control monitoring by the business continuity tearm.

anda clear revision history his can be completed simply
by adding a revision block to each document (as shown in F&ueby implementing a document repository.
Organizations that do not have the resources to implement a document repository have tloaindeveloping a
process around updatingnd tracking changes ocuments serves as an effective solution, though it requires strict
monitoring by the business continuity team.

The process side of document management is key and can be highbgdimseming to implement properly. One
warehousing and distribution company requires thatddtumentationrevisionsbe emailed to aentral administrator
after notingwho made and approved the changes in the signature block. The central administrator ethsttbe
signature block is complete, documents in a register that the plan was updated and notes the date. The central
administrator is then responsible for printing the plan and distributing it to the applicable paasesell as saving the
new versim to the proper location.




DOCUMEN REVISED BY REASON FOR APPROVED

NUMBER REVISION
1 Bob Smith (Plan Owner) | First Versiorg n/a Susanne Lypert
11 Ann Horner Personnel Contact Susanne Lypert
(Administrative Assistant) | Information Update
2 Bob Smith (Plan Owner) | Annual Review Susanne phart

Figure3

3.3. IMPLEMENTING AND ORATING THE BCMS
3.3.1. UNDERSTANDING THEGRIZATION

Prior to beginning the analysis, strategy and planmifigrt, a key activity is determining the business ummit® which
the organization will belivided for the purposes o&nalysis and planningSome organizationsuch aginancial
institutions, evaluate and plan fandividual lines of businessuch agommercial lendingndretail operations. Other
organizations, such as manufacturicgmpanies evaliate and plan for each facilitand in some casefor individual
production lines The business continuity professional, with the support of a steering commateedividethe
organization however it makdkhe most sense, includingmix of functionalunits and locationsThe easiestvayto
start ddiningthe analysis and plannirgjructureis to review the structure outlined within hierarchical organization
charts. In mostcasesorganizationaDK I NIia LINE GARS || 322 R 202eSsHdbhafeasoR T (§(KS
practice. Eachbusinesaunit will needto identify an ownerwho is responsible for continuityelated activities. As each
businesaunit and owner is identifiedthe professional shouldocumentthe initial scopeand begin to involveach
owner in the é&tvelopment of the BCMS.

3.3.2. BIA AND RISK ASSEENW

The lusinessmpact analysisenables an organization to identify the criticprocesses thasupport its key products and
servicesthe interdependencies between processes and the resaaireguired to operte the processes at a
minimally-acceptable level The factorsinfluencingcriticality, including revenue contributiorregulatory compliance,
operationaleffectsand customer priorityshouldbe identified during the development of the®JS The business
impact analysis shouldse these factors tprovide an understandingf@nd justification fothe maximum tolerable
period of disruption for eachctivity,as well as outlin@rocesstechnology specific recovery objectives.

In order tofacilitate this analysis, some organizations interview key subject matter experts fobeantessinit,
collecting the key informatiomiasmall groupdiscussios. This information is documented so an overall analysis can
be completed and presented thhe BCMSsteeringcommittee. This works well for organizations that are sraailh size
and have personnel to conduct the interviewalthoughin-personinterviewsare one of the best methods for analysis,
somelarger organizationsdue to size, copiexity and geographical
dispersemenuse online surveys to allow subject matter experts to
provide informationwithout significant direct interaction This
methodruns the risk otapturingless concise and aligned data,
thoughit can beeffective with the right level of preparation
Regardless, a hybrid approach is often chosen wbeth surveys and
interview techniques are used to collect needed informatidine pros
of each method along with key consid¢gions for implementing either
method are depicted inFgure4.

ing effort, a key
ermining the business

0 which the organization
be divided for the purposes of
analysis and planning




Pros d each method

Provides a more in depth analysis Requires less personnel resources

Provides a more concise and aligned analysis sinc¢ Allows business personnel to participate at a time the
one or a small number of people are collecting the | is conveient for them

data

Considerations if either method is chosen

Develop an analysis worksheet or template that will be used to analyze each unit. The template should ir
all key areas or questions. Reference Part 2, Section 4.1.1 of the BS 25999 Spadificdetailed
requirements as to what areas need to be assessed.

Once all analysis is collected, review and document a summary of the analysis noting the key findings aci
entire organization, as well as key findings within each business umisem this report to the steering
committee overseeing the BCMS for review, input and approval.

Figured

Establishing and implementing a documented method for conducting risk assessments and identifying appropriate risk
treatments isalsoan important element of B85999 An emphasis on risk trestent is one(significantyarea where
BS25999differs from most standards Riskassessmert should evaluate the likelihoaaf threatsresuliingin a

business interruption foeachanalyzedousinessunit, and the corresponding severity of each thi@qotential impact.

Risk assessment adties shouldalsotake into account the controlsurrentlyin place to mitigate the likelihood and
severity associated with an interruptiofhis analysis provides anderstanding of the threats that pose the most risk

to the organization. This informiah can then be used to identifind prioritizeproactiverisktreatment activities. Risk
treatments can take the form of mitigation activities, such as the installation of redundant equipment in key processes
to reduce the likelihood of a disruptiaor maintaining security stock to reduce the impact of a disruption on the
0dzaAySaaQ Odzail2YSNA ddevelopingbSskdss ddminuiydfrienganéy FespandeCafiacidedt
managemenplans, can reduce the period of a disruption to levels thatareeptable to the organization.

Similar tothe business impact analysis, the risk assessment caomgucted utilizing an interview or survey format
however, the greatest efficiency and value is often realized in a workshop format that allows musltipject matter
experts to share perspectives on a threat, its impacts, controls and potential mitigation stratddgiegisk assessment
should focus on individuaisho are most aware of the threatand controlswithin each unit, while the business impgac
analysisshouldfocuson those with detailed knowledge alirrent-state process characteristics atite impact of the
interruption caused by threaindependent outages

In the context of a BCMS, an effective aslsessmenapproaches threats, impactnd controls from the perspective

of critical business activitieas opposed ta@traditional€ risk assessments that focus on threats (storms, utility outages,

etc.) and the vulnerability of the organization without reference to business im@awt. poterial risk assessment
methodology,a sample of which may be foundkigure5, focuses the analysis by figtking participantsa think in

terms ofconsequencegthe @ A Yy 6 Af A& (2 LINPRdAzOS¢ 2NJ aAyl oAf Ame G2 LISI
process step identified, participants are encouraged to discuss how the step could be impacted and what the effect of

the failure mode could be on critical process&@nce these elements have been established, workshop participants
brainstorm potentialcauses of the failures and any controls currently in place to mitigate the risks. Finally
recommendations can be developed to address identified weaknesses. A ranking system can also be applied to the
process to develop a relative order of threats ahe value of potential mitigation activities.
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Figure5

While BS 25999 does not prescribe a particular risk assessment approach, any approach selected must enable the
orgarization to understand the threats to and vulnerabilities of its critical activities and supporting resources. It also
must enable the organization to identify risk treatments to reduce the likelihood, duration or impact of a threat.

3.3.3. BUSINESS CONTINUBMRATEGY

After requirements have been established through a business imgraadysisand residual risk levelnd appropriate

risk treatmentshave beerdetermined by a risk assessmeastrategies can be developed to identify arrangements that
will enable the organization tgrotect andrecover critical activitiebased on organizational risk tolerance amithin
definedrecovery time objectives.Strategies should be developed to establish an incident respandananagement
structure, manage relationshipsith key sakeholders and external parti@d recoverritical business activities.

Responsetrategiesenable management to react swiftly to an event, protecting people and resouandsefficiently
evaluate the situation in order to trigger an apprage business continuity sponse Primaryemployeefocused
response activities commonly include theoceduresassociated with an employee safety dfadility evacuation
program. Facilityfocused response activities typically involve coordination witil authorities, damage assessments
and stabilization of resources to prevent further loss or damage. Incident managdatemteferred to as crisis
managementplansfocus on facilitating the business recovery process and communicating with stakehoblolrs,
internally and externdly.




The development of business continugtiyategiesis best understood bfocusing on critical actiwtrecovery objectives
and the resources required to facilitate recoverlist of resourcesand their recovery objeotes,developed during
the business impact analysgene as the basis for considering which methods fulfitiovery requirements Most
organizations group these strategies by resource, such as workgrpgpment, consumables, technology needs (to
indude communications andmailrequirements) and peopleRefer toHgure 6 for a listing of resource types and the
most common strategies that organizations consider for business recovery.

1 Define multiple emergency operations center options, including (but r
limited to):
Emergency Operations Center o A conference room onsite (for incidents that do not destroy the
(a workspace for the management entire facility)
group responsible for managing the o0 A local hotel or conference facility
incident) o Another company facility, located nearby
o Another compay facility, located about 60 miles away
0 A hotel or conference facility, locatedore than60 miles away
1 Identify alternate workstation recoveites, including potentially:
Workstations o0 Anyof the emergency operation centeptionsthat meet
(workspace for the office employees, requirements
including a @sk, chair, internet o0 An dfsite workspace provider
connectionand telephone) 0 Mobile workspace delivery
ot SNE2YYStQa K2YSa
1 Prepurchase a critical quantity that is required within the first few day
of recovery
Personal Computers 1 Borrow from an alternate company location
(both laptop and/or desktop, supplied § Purchase PCs with your external workspagangement
with the local applicatio suite required 9§  Planfor personneko usetheir home PCs
by personnel) f Instruct all personnel to take thelaptops home with them nightlgnd
when evacuating the buildin@s long as their lifsafety is not
threatened)
Specialized Equipment 1 Move backup equipment to an offsite location
(this could include manufacturing 1 Locate and contract with suppliers to purchase equipment on short
equipment, testing equipment or notice
specialty printes, as examples) Locate equipment availabk other company locations
Office Supplies 1 Efr?é)cuor\(;,ggse a critical quantity that is required within the first few day
(develop a list, with quantities per .
person otteam, includingpens, paper, 1 Borrow from an-alternate company location .
printers, faxes, etc.) 9 Purchase suppliefsom ypur external workspacprovider .
1 Plan to purchasetahe time of the event from your regular provider

Figure6

Overall,business continuity professionals devektpategiesto minimize risk in line with organizational tolerances and
to satisfy recovery objectivesByconsideringall possible risk treatments togethas an overall risk management

effort, senior leadershigan make prioritizeddecisionsased on aostbenefitanalysis C2f f 2 Ay 3 YI yI 3SYS

decisions, the business continuity professional shoulgiepared to implement the chosen strategiasd document

plans




3.3.4. PLANNING ACTIVITIES

Planning is the activity that mamew business continuity professionals foaus because it isnost familiar(and the

Y2al 20@0A2dza GRSt AOGSNI 6f S¢ .THEReVer, dskidblisbedza hgfS250StaD@ayda A y dzA (0
significant number of essential tasks must take place betaaningactivities arepossible Planning should only occur

after risk and impact analyses have been completed and resulting risk mitigation straegsedected The objective

of planning igo provide the documentation to implemenmnitigation, responseandrecoverystrategiesthat meet
managementapprovedrequirements

When developing business continuity plans, there are two prinssyes to consider

1. Whatisthe optimalplanning structurgthe scope of a plan, as well aslagout/format)?

2. Whowill be responsible for documemtj and maintaining the plafls

Just as in analysis, planning should occur for dattinesaunit essential to deliveringritical products and servicesr

to ensure safety and meet regulatory requirementi3pending on the size and structuretb organization,the
planningstructure may besimpleor complex A large international lending firm organizes its planning strudbyre
facility, documenting a plan for each office location and then forming an overall management level plan for each
country. Intotal, this firm hasfifty facility recovery plans and twehauntry level management plans. A much smaller
property development organization that primdyioperates out of one facilitjocuments its recovery iseven
function/process level plans arahe overall management level plan. The key in determiniregplanning structure is

to understandday-to-day decisiormaking and how facilities and processes interact to deliver value to key
stakeholders.

On top of function or locatiofbased recoverylpns, it is
important to document the managemeséveldecisionmaking
andresponseactivities that need to occurThese ar&seommonly
referred to assmergency responseandincident nranagement(or
crisis nanagementplans Theseplansand associatedtrategies
summarizethe processes that a group of managemdexel
personnel will complete in order to assess the impafcin
incident, stabilize the situationgletermine if recovery plans need
to be implemented, assess priorities of recovery, provide
resour@s for recovery and manage communications during the
incident. Tlsgroup of management personnel, commonly
referred to as the incidendr crisismanagement éam,should
represent all key decision makers across the organization. Figure
7 depicts a commno list of team members and their primary

ucture is taunderstand responsibilites An international lending firm used a similar
-day decisioamaking and incidentmanagement team structure at the corporate level, but
ow facilities and processes alsodeveloped docal managemenstructure for eackcountry.
interact to deliver value to key Theydetermined a needo have a group of managemeigvel
stakeholdersé personnel convening to guidesponse andecovery effors

around theworld at the corporate levelas well as a need for a
local teamto guide urique decisions that are countgpecific




IMT/CMT Leaderg holds primary responsibility for managing the recovery effort

Administration ¢ provides administrative support to théMT/CMTby screening communications, coordinating tray
arrangements and maintaining a record of team activities and decisions

Human Resourceshternal Communications; coordinates all employee aspects of recovery, such as monitoring
injured personnel, establishing working hours, managing payroll and bessfi¢s and communicating to internal
stakeholders, including employees, employee family members and other internal stakeholders

Legal and Regulatorg provides advice regarding legal implications of recovery decisions and coordinates the
involvement of reglatory agencies

Information Technology; manages the recovery of technology, such as computers for employees and enterpri
applications

Facilities¢ manages damage assessment efforts, provides liaison with emergency and municipal authorities,
provides sié security and manages site restoration effort

Financeg manages the financial aspects of recovery, such as tracking disakttrd purchasing, identifying
disasterrelated costs and maintaining control over financial reporting

External Communicationg coordinates communications with external stakeholders, such as investors, custom
and the media

Figure7

Oncea planning structurds in placeit is important to
determinewho will bethe responsibleplan ownerand

who will be accountable falocumenting and maintaining
the plans. Frequently recovery plans are documented by
the personnel who completed the analysadthoughthis
isnot required. What is required is that the personnel
designated to develop the plans have the time and
resources available tdevelop actionableecovery plas,
as well as sufficient training to adequately perform the
tasks The best way to start anygsining effort is to
establisha plan template or worksheetnd introduce it to
plan owners during individual or group training sessions

1. Recovery Overview
1.1. Recovery Objectiveand Plan Scope
1.2. Plan Owner and Revision Date
1.3. Recovery Stratags

2. DependenciedRequirements
2.1. Internal Processes
2.2. External Providers
2.3. Applications
2.4. Equipment
2.5. DocumentsData
2.6. Resource and Facility Needs

3. Contact InformatiolCommunications A plan template provides a business ypi&nner with
Procedures instruction, astartingformat and the key section®s be
3.1. Internal doaumented. It also providesonsistencyamongst all of
3.2. External the plans so they can be implemented by any person who
4. Recovery Teamand Roles understands the basiglanningstructure. If the
. organizationstrugglesto develop a recovery plan
5. First Alert Response Procedures . o . .
template, the business continuity professior@nobtain
6. Recovery Proaires assistance from different types of providenscluding
7. Restoration Procedures software solutions that can provide a workflow to

Figure8

document plans and consulting services that can provide
templatesand assisince A basic unit level recovery plan
outline is displayed ifigure8.




3.3.5. EXERCISINGND MAINTAINING BCHMRRANGEMENTS

Exercising is the processwa#lidatingplan contentto ensurestrategies areapable of providingesponse andecovery
resultswithin the timeframes agreed to by managemetiExercising can also pride training to the personnel
responsible foresponse and recovemctivities as well apinpoint plan weaknessesreas for improvemenandareas
where BCM arrangements have become dafad potentially ineffectivie

Exercising can occur in mafoyms. Each form has a cost abeénefit that typically iglirectly relatedto complexity(i.e.
an exercise with a higher level of valudl have higher costs than a legalueaddingexercisg¢. Organizationautilizing
offsite recovenjocationsfor their workplace recovery strategiesayrun a full simulation exercise annually. During

this type of exetise, the organization recoveas the offsite locatioror tests to see i€ritical activitiescan operate
offsite usingdocumentedplans. At the end ahis exercisethe organization knows if theffsite recoverylocation
provides effective capabilitiesf the plans aradequateto enable recoverand if theestablishedimeframes are
achievable. A much simpler exercis¢estingan emergency notifidéon process. Most organizations implement

strategiesto notify employees in the event of a disastarbusiness interruption This anbe as simple as a physical list

of all home and cell phone numbessith instructions on how to contact everyone usiagop downcalltree process.
A simple test would be to implement the communication chalfigured shows a matrix oéxercise typesnd which
plans or activities they work best with. Fig@also lists the cosbenefit trade off for each type of exeise, noting
that the easier to implement exercise typeften have lesstrategicvalue.

scenarioto guide theacting or
carrying outof an activity or process

To validate the contents of a plan @
the process recovery strategy,
ensuring it is actionable and

. 1 Easiest and least time consumir
To introduce someoneotthe T T ————
Plan Walkthroughg reviewing the | concept of a recovery plan and the vid ou
i . value in terms of proving
layout and contents of a plan specifics of a particular recovery
response and recovery
strategy o
capabilities
T_able T_om using a scenario, To validate the contents of a plan, 9 Fairly easy to prepare for and
discussing whataions and ensuringaccuracy and perform
decisions would be madérough y 1 Provides a good initial validatior
completeness
the use of alocumented plan of a plan
Process or Plan Simulatiopusing a 9 More difficult to prepare for,

sometimes costly if it involves a
external provider

Full (Endto-End)Simulation¢ using
a scenarido enable participants to
carryout the response and recowe
activities for an entire organization

To validate the interaction between
groups during a recovery effort, as
well as validate the overall recover
time objectives

recovery plar(t.yplcally using verifying the time allocations Tt I\_LE PGARSa 4 AY¥3H]
recovery locations and resources) actionable test
1 Most difficult to prepare for and

perform due to the large numbe
of participants for arextended
period of time

Best test of strategies and plang

Regardless of the type apmplexityof exercisesit is important to document how often plans and processes will be

Figure9

exercised and to documerbjectives andessors learnedto ensureefforts are maddo resolveissues and errors.
Developing even the simplest exercise documentation templaith sections such as exercise objectivestcomes

and followup actionitems, can formalizehe exercise procesprovide asurance that exercises are being conducted

and provice program validation and maturatiomalue both of which arecrucialto top management and boards of
directors to maintain support and demonstrate recoverability.




3.4. MONITORING AND REWBENG THE BCMS
3.4.1. INTERNAL AUDIT

In order to ensure that an enyif@ BCMS remains currerdnd effective(and consistent with management

expectations) B&25999mandates a regulareview ofBCMS components and the overall suitability and effectiveness

of the entire program. Deiled reviews are usually conducted through a formal internal audit process that is designed
to determine whether the BCMS:

1 Conforms to planned arrangements for BCM, including requénats of the sandard
1 Has been properly implemented and is maintained
1 IsSTFSOGAGBS Ay YSSBCMpdicy andobedid@l y AT | A2y Q

A typical audit program for BS25999 can be diviatd ihe five main areas of the business continuitgdycle:

1. Program Management

2. Understanding the Organization

3. Determining Business Contiity Strategy

4. Developing and Implementing a BCM Response
5. Exercising and Maintaining BCM Arrangements

Review Figurd0to see an example of this type of matrix audit format.

Audit | Requirement

Requirement Current Practice Recommendations
# Source
The organization assuse . o x
BS25999¢ that its key suppliers and ?gnstiun%?,zleg abczli'géz e):rey
1 BCM Program | outsource partners have ycap None

assessed prior to being

Management | effective BCM
approved by procurement.

arrangements in place.

Develop a policy that covers
all applicable business
continuity efforts, roles,
responsibilities and
timeframes.

The organization does not
have a policy thaspecifies
business continuity
expectations

BS 2599¢ The organization has made
2 BCM Program | the policy available to
Management | relevant stakeholders.

Figurel0

3.4.2. MANAGEMENT REVIEW

A regular review of an enit B&EMS by management, typically the BCM Steering Commisiteequired. While BCM
policy, scope and objectives can be reviewed dirdctlyalidate continuing suitability, adequacy and effectiveness,
details regarding the update and compliance of B@MSare best presented in a consolidated format. The easiest
method to bring the information up to a corporate level is to desagstoreced that includes eacleyclical activity
including BIA reviews, plan updates, exercise activities and application of any necessary correctiveldetions
scorecard should emplay numbering system thairovides an overall score per plaring group per faclity, per
organizational unit and for the entire organizatidrigure 1 provides one potential scorecard format.




BQM Scorecard Date: 8/17/07 Function: Vendor Mgt. Evaluator: Joe Wells

Requirement # Requirement Score (110) Reasoning

The BIA was revised by
Joe, but other process
owners did not

7 participate. It was
assumed that Joe could
provide all of the input
that was necessary.

The BIA was réawed by
each key process owner.

The BIA defines both the
most likely and most

2 severe risks to the 3
function and proposed
plan to mitigate.

The BIA defines two key
risks, however they are
high level and have no
mitigation plans.

Yellowc this function is
below the preferred level
of preparedness. répare
Total Score (out of a potential 100) 67 mitigation plans and
provide tothe business
continuity team for review
and input

Figurell

3.5. MAINTAINING AND IMRR/ING THE BCMS
3.5.1. PREVENTIVE AND COBRIE ACTIONS

In addition to exercisingauditing and reviewinthe BCMSit is important to ensure thaessons learneddentified
issues and organizational chasgbe incorporated into the BCM8reventive actions are most often identified through
the regular review of BCMS documentation. Accomodating changes in ay@oritganizational structure, physical
plant, customer base or products could necessitatbange in program scope, objectives, or arrangements.
Corrective actions, most often brought to light by audit rramformities or srious gaps in exercise performanceust
be tracked to ensure that required prograenhancement and maturatioactivities ae occuring.

3.5.2. CONTINUAL IMPROVEMEN

The BCMS is a living system and continual improvement is necessary to achieve full value. Management must ensure
the commitment shown in devloping a BCMS is maintained through the ongoing review of the busineastgontin

policy and objectives, audit results, analysis of monitored evenesjgntive and corrective actiorshd maagement

review.




4. KEYPROGRAM IMPROVEMERPPORTUNITIES

Many organizationsvith business continuity programs struggle to achieve full vilom their effort. Programs often

fail to meet management requirenmés and expectations, minimaligtegrate with other corporate risk management
initiatives, or fail to stay current and become ineffective due to a lack of regular attention. Througtsiert client
interaction and an ongoing BCMsessment program, Avalution identified several consistent areas of weakness when
comparing currensstate business continuity programs to the BS 25999 Specification.

1.

BCM Governance and Risk Management Intiwn

In many organizations committed to business continuity, BCM programs have matured over time from disaster
recovery programs or isolated business continuity efforts at a departmental or facility level. These programs
often lack an overall businessraguity policy, or the details necessary for appropriate governance and
management oversight. Programs without comprehensive corporate policies also show a lack of integration
with other corporate initiatives, particularly those involving other areaspérational risk management.

Sections 3.2.1 and 3.2.2 discuss BS 2988§ram and policy requirementmd make the case for governance
structures to drive repeatability and continuous improvement.

Management Involvement and Review

Often, business contuity responsibility in an organization is assigned at a level that does not have regular
exposure to senior management, let alone strategic decisiaking. Decisions regarding program direction
and program performance monitoring occur at the business$ anfacility level, leading to a program that is
inconsistent both in its design and execution. Also, a lack of senior management involvement and support
reduces the profile and urgency of the program. Section 3.2.1 discusses management involvement and
sections 3.4.1 and 3.4.2 discuss program monitoring and review.

Focus on Proactive Risk Assessment and Treatment

Business continuity programs, especially those that have existed for some time, focus almost exclusively on
reacting to and recovering froma S @Sy i ® 9SSy G(K2a$S LINRPINIYaE OGKFG T2
recovery are still heavily focused on reactive controls. Additional value can be achieved through more

proactive risk treatments and closer alignment of BCM with overall risk manageshgttives. Section 3.3.2
discusses business impact analysis and risk assessment activity requirements of BS 25999, and how strategies

should include risk treatment, response and recovery.

Employee Training and Awareness

Many organizations spend a tg amount of time, energy and money to define and document business
continuity programs only to have them perform poorly when called upon during either an actual emergency or
exercisesmostlydue to a lack of knowledge specific to roles and responsgslifiraining, if there is an

organized proess, is often limited tincidentcrisismanagement éams, technology recovery teams and
possiblybusiness recovery team leaders. The general employee population is often neglected, leading to an
overall lack oknowledge specific to safety processrecovery expectations and crisis communications.

Section 3.2.4 discusses BS 25999 requirements for embedding BCM within the organization.

Continuous Improvement Processes and Evidence

Business continuity programsecome outdated and fail to grow and mature without regular update

processes. Yet many organizations, even those that conduct audits and exercises, fail to establish a process to
utilize that information for program improvement. Audit recommendationgreise lessons learned and

action items, as well as gaps detected during management reviews, all provide guidance for preventive and
corrective actions. Of equal importance, integration with organizational and technology change management
efforts enablesy NBIIATYS¢ LINPANI Y YIFIAYyi{iSylyOSo {SOGA2Y odpdm
BCMS. Exercises are discussed in section 3.3.5 and audit and review in sections 3.4.1 and 3.4.2.




5. TAKING THE NEXT STHME CERTIFICATIBROCESS

BS 2599@omplance certificatioris demonstrated byndependentassessmenagainst BS 25998 (the Spefdication).
Like all othercertifiable internationaktandards, BS 259%@rtification requiresathoroughassessmenprocess to
ensurethe organization has properigocumented andaddressed aklements of the standardndthat the BCMS is
operating effectivelyand consistently

TheBS 2599¢ertification process$ollows SO 1702fuidelines Conformity AssessmegtRequirements for Bodies
Providing Audit and Certifation of Management\&tems.
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independent andaccredited by a neutral international accreditation body sucVE&JUnited Kingdom Aceditation
Service.

Initial Evaluation of Organizational Sope

The certification process begins with an understandintheforganization and its BCMS implementation order to do
this, a Request fonformation (RFIshould be submitted to BShformation willthen be gathered abouthe
organization through documentedcompany profile and an interviete ensure BSI understandise organization and
risks involved In responsdo the RFIBSI develops and

)y hp révlqﬁimﬁh?\ FA submitsa project plan with the detailecudit steps, audit
days required and costs involved certification planis sent
back tothe organization then theapprovedplan and
applicationfor certificationare submitted to BSI.

assessment process to ensure
organization has properly acumented

and addressed aklements of the standard
andthat the BCMS isperating effectively
and consistentlyb €

Oncethe application forcertification is submitted and
approvedby BS| the assesnent cycle can becheduled and
carried out.

Assessment Cycle

The purpose of the assessment process is to confirm conformance to BS2888%pecification)Due to the nature

of business continuity, the assessment cycle will be based aparitial assessmentbroken up into two stagestage
oneand stagawo) followed by an annual surveillance visit and reassessment in the third xgareassessment is an
optional step in the processThe following sections detail the process and objectives of the each of the four types of
assessments: PrAssessment, Initial Assessment, Surveillance Audit and Reassessment.

Pre-Assessment

The optio of apre-assessmentisit will be a feature of the BS 2599 ertificationapproach Apre-assessmenis a
scaled dowronsiteassessment with the prime purpose of giving trganizationan impression oits state of

readiness for the full assessmernithe client can request specific audit plan for there-assessmentin the absence of
this, BSI will carry out the prassessment based on best practices and a sampling of some critical elements of the
standard.A preassessmenivill typically consist o brief review of the entire BS 2592%et ofrequirements to
ensure that theorganizationhas addressed all aspeaibthe Specification Any areas of doubt or omissiaill be
documented in a report téhe organization Nonconformities will not be raedduring thepre-assessmentisit. At the
conclusion of thgre-assessmenta written reportdetailing the findingsvill be left withthe organizationdetailing the
findings

Business continuity professionaldll then have to ascertain how mucbhmedigion effort needs to beperformedand

the resources/time required to complete these tasks. Once completed, BSI will commence with the initial stages of the
audit. The preassessment audit cannot be taken into consideration during the initial assessandrdll elements of

the standard must be covered by the auditor(s).




How to Deploy B35999(second edition)

Initial Assessment
As mentionedreviously BS 25999 follows guidelines consistent with ISO 17021.

Stage 1
The following aspects will be covered:

Review of the NB I y A T | (idbcinyffe@tdion. / a {

High levekvaluation of the2 NB | y A teddinds2fof Sdge 2 assessment

Reviewofthe 2 NH | y A UindeiistaddifigXi the requirements of the standard

Understanding of the proposed scope of the stage 2 assessment

Review and confiration ofthe resources needed for the stage 2 assessment

Planoutliningthe stage 2 assessment

Confirmationthat management revievand audit/self assessments are being planned and performed

S g R R e

Any areas deemed not in compliance will besedi asnonconformitiesand mustbe cleared and approved by
the lead auditor prior to moving into the Stage 2 phase of the certification audit.

Stage 2

The purpose of the stagevo audit is to evaluate the

implementation, including effectiveness, of the G!ye | NBla RSES
2NHI yABCMI A ZY Qa compliance and/or effective will be

. . . raised as nonconformities and mus
Thisphasd @ OF NNA SR 2dzi dzaAy3

approach UWf A1 S I & OKStbeatidka i ¢
approachassesses giirocesses included in the scope of
operation and all linked processes to ensure effectivene
and consistency. This wiiticlude interviewswith
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(procedures, reports and test results) and evaluating

those findings against the standard.

be cleared and approved by the
lead auditor prior to being
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Any areas deemed not in compliance and/or effective will
be rased asnonconformitiesand must be cleared and
approved by the lead auditor prior to bain

recommended for certificatiorBCM experts wilhe
employed toact as technical advisors to the assessment
team where requiredThese experts will be, at minimum,
Business Continuity Institut®(C) or Disaster Bcovery
Institute International DRI) certified.

SurveillanceAudit
The first surveillance visi typicallyplanned to take placgearlyafter the date of the stagéwvo audit.

BSI will perform periodic monitoring auditsio K S O S NIi A T A 8EMSZryphBaiiywan drdarizatidnyiag Ee
GAaAGSR F2NJ 4adzOK Iy FdzRAG 2y0S | @SFNWY ¢KS LlzN1}2asS 2F
continued compliance with certification requirements.




